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Abstract: Key management is a central problem in information security. The development of quantum
computation could make the protocols we currently use unsecure. Because of that, new structures
and hard problems are being proposed. In this work, we give a proposal for a key exchange in the
context of NIST recommendations. Our protocol has a twisted group ring as setting, jointly with the
so-called decomposition problem, and we provide a security and complexity analysis of the protocol.
A computationally equivalent cryptosystem is also proposed.
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1. Introduction

In recent years, intense research has been made in cryptography, especially in relation to new
public key protocols. In August 2015, the USA’s National Security Agency (NSA) announced plans
to upgrade security standards. Improvements in quantum computation make it necessary to replace
current protocols with secure quantum ones. In a NIST report [1], there are six proposals to be quantum
safe: lattice-based, code-based, multivariate-based, hash-based, isogeny-based, and group-based
cryptographic schemes.

In this work, we make a proposal for a quantum-safe public key protocol. In the context of
group-based proposals, it is believed that problems such as the conjugate search problem (CSP) are not
solvable using quantum computers. We propose the so-called decomposition problem (DP), which is a
generalization of the CSP, and the multiplicative monoid of a twisted group ring as a setting in our
aim to find a quantum-safe key exchange in the context of group-based cryptography.

Decomposition Problem. Given (x,y) € G? and S C G, the problem is to find z1,z, € S
such that y = z;xz,.

Note that the CSP is a special case of this problem where z; = z;° 1, and that for the DP we do not
need invertible elements.

The idea is that even in asymmetric cryptography (more usually called public key cryptography),
characterized by having both a secret and public key to encrypt and decrypt (in contrast with symmetric
cryptography, which uses the same key for both procedures), the first and last steps in the algorithm
use the same key, which is the secret key;, i.e., both generation of the public key and computation of
the shared key. In terms of Diffie-Hellman key exchange generalization using semigroup actions [2],
this would be the following.

Let S be a finite set, G be an abelian semigroup, and ¢ a G-action on S, and a public element i € S.
The extended Diffie-Hellman key exchange in (G, S, ¢) is the following protocol:
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1. Alice chooses 2 € G and computes ¢(a,h). Alice’s private key is a, and her public key is
pa=¢ah).

2. Bob chooses b € G and computes ¢(b, 11). Bob’s private key is b, and his public key is pp = ¢(b, h).

3. Their common secret key is then

¢(a,pp) = ¢(a,¢(b,h) = p(ab, h) = ¢(ba,h) = (b, ¢p(a,h) = P(b, pa)-

So we can see that both Alice and Bob use their secret key in the first and last steps of the algorithm.
In contrast, our purpose would work as follows.

Let S be a finite set, G be a non-abelian semigroup, and ¢ a G-action on S, and a public element
h € S. The extended Diffie-Hellman key exchange in (G, S, ¢) is the following protocol:

1. Alice chooses 2 € G and computes ¢(a,h). Alice’s private key is a, and her public key is
pa = ¢(ah).

2. Bob chooses b € G and computes ¢(b, 11). Bob’s private key is b, and his public key is pg = ¢(b, h).

3. Their common secret key is then

¢(a”, pg) = @(a*, (b, h) = ¢p(a”b, h) = p(b7a,h) = ¢(b", ¢p(a,h) = ¢(b", pa),

where a*,b* depend on 4, b and also on the algebraic setting, in our case, in the cocycle of the
twisted group ring. In this way, the symmetry that we found using the secret key twice during
the key exchange does not occur, and we can show that this is an advantage, for example, when
facing attacks like the decomposition attack [3].

The rest of this paper is organized as follows: In Section 2, we give an algebraic setting of twisted
group rings. In Section 3, we provide our proposed key exchange and a security analysis of this
protocol. Section 4 shows a computationally equivalent cryptosystem. In Section 5, we extend our
proposal for 1 users, where we can observe clearly that there is a lack of symmetry concerning the
action of every user. Finally, conclusions are presented in Section 6.

2. Algebraic Setting

In this section, twisted group rings are defined, and we also show some properties that make the
key exchange possible. Firstly, we recall the definition of 2-cocycles, which will allow us to define the
twisted multiplication.

Definition 1. Let G be a group and A be an abelian group. An application
x:GxG—= A
is a 2-cocycle if

1. a(g,1)=a(l,g) =1, forallg €G,
2. w(g h)a(gh k) = a(g, hk)a(h, k), forall g, h,k € G.

Now we define twisted group rings as follows.

Definition 2. Let K be a ring, G be a multiplicative group, and « be a cocycle in U (K). The group ring K*G is
defined to be the set of all finite sums of the form

Z Ti&is

giGG

where r; € K and all but a finite number of r; are zero.
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The sum of two elements in K*G is given by

(Y rigi) + () sigi) = ), (ri+si)gi 1)

g,'EG giGG giEG

And multiplication, which is twisted by a cocycle, is given by

(Y rig)- () sigi) =) ( Y risk Dé(gj/gk))gi-

8i€G 8i€G 8i€G " 8i8k=8i

When the cocycle u is trivial, R*G is the classical group ring R[G].
As an example, consider the field K, its primitive root of unity ¢, and the dihedral group of 2m
elements, Dy, =< x,y : x" = y?> = 1,yx" = x™ %y >. The group ring R = K*D5,,, where & is

a: Doy X Dy — K

with a(x, x/y*) = 1 and a(x'y, ©y*) =t/ i,j = 1,...,2m — 1, is a twisted group ring.

This example is our concrete proposal for the key exchange, the twisted dihedral group ring
K*D,,,, where K is a finite field of characteristic p such that p | 2m. This is required in order to R is not
a semisimple ring, which has its consequence in the security analysis.

Once we have defined our setting, we establish some useful properties that will allow us to make
our key exchange possible.

Definition 3. Let R = K*D,,,, where t is the primitive root of unity that generates K and w is the cocycle
defined above. Given h € R, ,
h= Y, rix'yk,

0<i<m—1
k=0,1

where r; € Kand x,y € Dyy,. We define h* € K*Dyyy,:
h* — Z rit_ixiyk,

0<i<m-—1
k=0,1

where r; € Kand x,y € Dy,.

Note that R = K*D,,;, can be written as

R =Ry &Ry,

where Ry = KCy; and Ry = K*Cy,y, and Cy, is a cyclic group of order m. In this context, we can define
A]' < R]' as
m—1 .
A] = { Z rl-xlyk S R] = rm_i}.
i=0

Proposition 1. Given hy,hy € R,

o Ifhy, hy € Ry, then hihy = hyhy;
o Ifhy, hy € Ay, then hihy = hohy, and hihy = h3hy;
o Ifhy € Ay, hy € Ay, then hihy = l’lzl’li<

The proof can be seen in Appendix A.
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3. Twisted Key Exchange Protocol

In this section, we explain the key exchange proposed, over the twisted group ring R = K*D,,,,
and discuss the security and complexity of the protocol.
Let i € R be a random public element. The key exchange between Alice and Bob is as follows:

Alice selects a secret pair s4 = (g1,k1), where g1 € Ry, k; € Ay < R».
Bob selects a secret pair sg = (g2, k2), where g2 € Ry, ky € Ay < Ry.
Alice sends Bob p4 = g1hkq, and Bob sends Alice pp = gohks.

Ll e

Alice computes K4 = g1ppk], and Bob computes Kgp = g2pak;, and they get the same secret
shared key.

We can easily check that they get the same shared key, computing
Ka = g1pski = §182hkaky = g2g11kik; = gapaks = K,
since we had ¢1¢> = ¢»¢1 and k1k; = kyk] by Proposition 1.

Security Analysis of the Protocol

Security of the protocol described above is based on the assumption that the following problem is
computationally hard:

Given R = K*Dy, = Ry @ Ry, Ay < Ry, and the public elements h,y € R, and the map * : R — R,
finda € Ry, b € Ay < Ry such that ahb* = y.

The stronger decisional version of this assumption would be:

Given R = K*Dy,, = Ry @ Ry, Ay < Ry, and the public elements h,y € R, and the map * : R — R,
it is hard to distinguish a € Ry, b € Ay < Ry such that ahb* = y from a random element of the form
ghk, where ¢ € Ry and k € Ry.

Now we discuss the security of our protocol against various types of attacks in the literature. The
first attack given by [4] takes advantage of the algebraic setting; the second one, from [3], involves the
underlying computational problem; the third attack is a variation on our case, and finally, we check
the brute force attack.

1. Attacks using decomposition of group rings. Our proposed protocol over K* Dy, is not susceptible
to this kind of attack because in our case, char(K) = p | 2m = |Dyy|, so our group ring is
never semisimple.

2. Decomposition attack (Roman’kov). This attack by Roman’kov cannot be applied directly since
secret keys in our case are not selected in that way. But we propose the necessary changes for it to
be applicable (mainly, where the secret key belongs). Our proposal is robust against this attack, as
can be observed in the following example.

Example 1. Let R = GF(22)%Dg, the public element h = t+ (t + 1)x + x> + ty + xy + x?y, and the
secret keys
sa=(1+tx+tx%y+ (t+1D)xy + (t+1)x%y),
sp=(t+ (t+1)x+ (t+1)x% (t+ 1)y + xy + x%y).
Then Alice and Bob obtain their public keys
pa=t+tx+ (t+ 1)+ ty +xy + (t+1)x%y, pp =t+x+tx® + (t+ 1)y + txy + 2%y,

and the shared key
K=(t+1)+x+tx®+ty+ (t+Dxy + (£ +1)x%y.
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A passive eavesdropper, Eve, might obtain a basis B of RihRy 3 pa,
B={l1+tx,1+x+2%(t+1)x+x+tx%y+ (t+1)xy + tx’y}.

So she can see p 4 as

pa =) PBiaihb;,

where
ap=14tx, ap=1+x+x% az3=1, ad=1+tx+ (t+1)x%

and
by =x%, by=x%, B=y+xy+x’y, bd=y+axy

if she applies the attack, obtains
3
Y wjaipgb; =t+ (t+1)x+ P (t+ 1)y + (E+1)xy #K.
i=1

We can see that this attack would not work since our shared key K cannot be expressed in terms
of the basis B.

3. Decomposition as 1-side multiplication. This decomposition is not always possible, and if that is
the case, it does not necessarily imply breaking our protocol. We show it by using the following
example.

Example 2. Let us consider R, h,s 4, sp as in the preceding example. A passive eavesdropper, Eve, would try to
recover K from p 4 and pp. Let us assume that she can find vy such that

T h=pa
In this case, Eve finds v = y. But applying this «y to pp is helpless,
yopp=(t+1)+(t+Dx+ (t+ D)2+ ty +txy + ¥ #K,
pp-y = (t+1)+x+tx®+ty+txy+xY £K.
4. Brute force attack. The complexity of our algorithm is O( p%k ) for a k-bits long key.

Complexity can be obtained by computing the number of possible keys. Given / public, we have
that the set of private keys is R1hA; and the set of shared keys is RihA1. Recall that Ry = KCy,

Ry = K*Cpy, and A = { Z;":Bl rixiyk ERj:ri = rm,i}. In both cases, we have

Rel= ()" lA = (ME,
so an eavesdropper would have to try (p")" - (p")7 = p%”m for an nm-bits long key, ie., p%k
possibilities for a k-bits long key. In the example proposed in Appendix B, GF(2*)*Ds,, for a 128-bits
long key, we obtain a security of O(2%).

In terms of complexity, we could say that our protocol is not as good as other protocols in group
rings, such as the key exchange proposed in [5] (in our case, the key should be larger for the same
security against a brute force attack), but it is still competitive, and it is resistant against attacks such
as [4], which breaks the proposal in [5].

Finally, note that we have studied passive attacks, but in case of an active attack, such as a
man-in-the-middle attack, we would need extra security in our protocol. It could be solved by using
an authenticated channel, with digital signatures.
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4. A Public Key Cryptosystem

In this section, we show a computationally equivalent cryptosystem.

Let R = K*Dy,, be a twisted group ring by the 2-cocycle &, and recall R = R; & Ry. We consider
the following Elgamal-type cryptosystem for encryption and decryption. Suppose Bob wants to send a
message to Alice. We have R, and a random element /1 € R, both public. Alice establishes her public
key as follows: she selects g1 € Ry and k; € Ry, and computes p4 = g1hk;.

Encryption. To encrypt a message, Bob executes the following steps:

1. Bob selects two secret elements gp € Ry and ky € Ry and computes x1 = gohky.
2. Bob represents the message as an element m € R.
3. Bob computes xp = m + gop aks and sends (x1,x7) to Alice.

Decryption. Alice decrypts the message m by calculating
m = xp + g1x1k7 = m + g2(g1hkq)k5 — g1(g2hko )k,
given that g1g> = §»81 and kik; = kokj by Proposition 1.
Proposition 2. Breaking the cryptosystem above is equivalent to breaking the key exchange proposed.

Proof. Assume that an eavesdropper, Eve, can solve the key exchange, and she wants to get m from
the pair
(x1,%2) = (§2hka, m + g2paks).

Since she is able to break the key exchange, knowing Alice’s public key g1k and Bob’s gahky
allows her to get g»g1/k;k; (the shared key). So she can recover the message

m = Xy — gszkz =m Jrgzglhklk; — gzgzhklkz

Now, assume that Eve can solve the cryptosystem. Then she can obtain any message m if she
knows h, g1hky, gohko, m + g2g1hk k5. Eve encrypts a message m using g>hk;, obtaining

(x1,x2) = (g2hka, m + g281hk1k3).
Since she can break the cryptosystem, she recovers m,
m = xy — g281hk1k5,
and obtains the shared key by computing
K = gog1hkiky = m — x;.
O

5. Group Key Management

In this section, we present a key exchange protocol for n users. As stated before, we observe very
clearly the lack of symmetry concerning the action of every user. We also discuss the rekeying process.

Leth € R = Ry @ Ry, described above. For i = 1, ..., n, user U; has a secret pair s; = (g;, k;), where
8i € Ryand k; € Ay < Ry. Let ¢(s;, h) = gihk;, 2-sided multiplication. We will denote s} = (g;, k).

1. Fori=1,..,n,user U; sends to user U;1 the message
1 2 i+1
{G,C,..,C

where C} =h, C% = g1hky and
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e fori > 1even, C{ = ¢(s;, C{ ), whenj <i,Ci=Ci |, Cf“ =¢(s5,Cl)),
o fori>1lodd, C]=¢(s;,C ), whenj<i Ci=Ci ,CHl =¢(s;,Cl,).

2. User U, computes ¢(s,,, C/!_;) if nis odd and ¢(s;, Cl'_,) if n is even.
3. User U, broadcasts

{cl,C?,..,Cr}.

4. User U; computes ¢(s;, Cl,) if n is odd or ¢ (s}, C) if n is even, and gets the shared key.
Proposition 3. After this protocol, users Uy, ..., Uy agree on a common key.

Proof. Users Uj, ..U, agree on a common key. Now we prove it for an even or odd n number of users.
Firstly, we consider n odd. Let us show that users Uj, ...U,,_1 get the same key and that this is
equal to U, key. To do so, we will prove by induction that

¢(si, Chy) = ¢(s;,Ch)
fori #j,i,j € {1,..,n —1}. And this also equals U, key, ¢(s,,C]_;). Fors =3,
¢(s1,C3) = (s1,8382Ntkaky)
818382Mk2k3ky
828381hk1k3ka

= $(s2,8381hk1k3)
= ¢(52,C3)

using the commutativity rules given by Proposition 1,

koklky = kokiks = kikiks = kikiko.

Moreover, ¢(s3, Cg) = 838281 hk1kks = g28381hk1k5ky = ¢(s2, C%)
Now, suppose that
¢(si, Ciy) = (s, Ch).
Then we have
st/ @(sni1,Ch))
Si’H—ll )

9(s7,Chii)

85156, C 1)
s 9(si,Ch))

9(53,¢
o(s;
9(s;
o(s;
= $(shar (5 Cl)
o(s;
o(s:
o(st, ¢
o5,

55,15, C )

Sn+1/ ) )
¢ (sn41,Cn))
CnJrl)

and
P(sn, Cp_1) = ¢(su, (5,1, Cp,— 2) P(snsy_1,C;— 2) 4’(Sn—152/CZ:})
= (501, 9(s5, Cp71) = P(sp—1,Ci 1)

So all users Uy, ..., U, get the same key for n odd.
Secondly, we show that this also works for n even. We prove by induction that

¢(s7,Ch) = ¢(s7,Ch)
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fori #j,i,j € {1,..,n —1}. And this also equals U, key, ¢(s,,C}!_;). Fors =4,

¢(s1,0(54,C3)) = (s}, gag3gahkakiky)
81848382hkok3kak]
82848381 hk1k3kaks
= ¢(s5, 848381 1k1k3ks)
= ¢(s3,¢(s4,C3)),

$(s7,9(54,C3)) = ¢(s],8a8382hkak’ks)
§1848382hkok3kak]
83848281 hk1k3kaks
= ¢(s3,8482811k1k3k4)
= ¢(s5,¢(s4,C3))

using that g; € R; commute and
kok3ksk] = kskikak] = kskikok] = kakikiky = kakikyks = kik3ksks,
kok3kaki = kokikiks = kokikaks = kikskqks.

In addition, (P(SZ, Cg) = g4g3g2g1hk1k;k3k* = g3g4k2k1hk1k§k4k§ = ¢(S§,¢(S4, Cg))
Suppose now that

¢(si,Cl) = p(s7,Ch).

Then we have

P (si Cn+1) ¢ (si, ¢( n+1f )
= ¢(Sl n+1’ )
= 4)(51 n+1' )
= ‘P(SnJrlSl ,C )

¢(Sn+1/ C ))
= ¢(si’l+1/ C ))
‘P(SnJrlS/ /C )
= (P(S n+l' )
= ¢(S n+1’ )
= 4)(5]’ n+1)
So the shared key ¢(s;, (s}, 1, Ch)) is the same for every i € {1,...,n — 1}, and also,

¢(s5, Cr 1) = ¢(sy, ¢(sn-1,Ci 1) = p(spsu—1,Ci—7) = @(sp_150,Ch_1)
= (1, 9(s0,Cp 1) = d(s5_1,Ci ),
and all users Uy, ..., U, have the same shared key, and we are done. O

An important issue in group key management is rekeying after the initial key agreement.
There exist three situations: the first is due to key caducity, and the members of the group are
the same; the second is when a user leaves the group, and the third is when a new user joins it. We
describe these procedures in the following lines.

Let us consider the first situation. Every user U; has the information C/, received from the user
U,. The rekeying process can be carried out by any of them, as is suggested in [6]. We call this user
U.. He chooses a new element s = (g./, k), where ¢ € Ry and k. € Aj. If n is odd, he changes his
private key to s7;s. and broadcasts the message

{Qb( C/,Cl) 4)(5?,, C%)""’(P(S;k’lcrcl_l);cfl,(l)( C,,Cc-i-l) (P( C”Cn)}
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If n is even, he changes his private key to ss} and broadcasts the message
{¢(scr, Ca) (s, C), s (50, G 1), Gy (50, G 1), s 500, G Y-

Then every user recovers the common key using the private key s; if n is even, and s; if n is odd.
We can easily check that this shared key is the same for every user. Recall that we proved that

¢(s;, Ci) = P(sj, C)) fori, j=1,..,n —1and odd n. Now we have

¢(s7, (s, Cyy)

\
<
»
*
2]
PN
~
@
==
~—
~—

| I
S S S S S

and ¢(sy, C"_|) = ¢(sy—1,CI1) implies that

P(sn P(se, Cp) =

0
&
=
3
(@)
B
N

I
“n »n »n
N
—~
%2
=
L
~
@
=3
L
~—
~—

* UK QUKX QU X D
<
< S S
~~
wn
=
<
=3
|
iy
~
~—

AN AIN AN AN AN N N
“n »n
* X %O * X ¥
2
=
|
—_
<
=3
|
—
N—

I
S S SSSSS

—15¢'s C;’Tl))
(P(Snfl' (P(Sc’r Cgil»/

so all users get the same shared key. This can be proved analogously for odd #n. Note that every time
we rekey, we need to consider that a new user has been added to the key agreement (just to decide if
we use the procedure for odd or even n), so the second time we rekey we will consider that they are
n + 1 users, and so on.

In the second case, when some user leaves the group, the corresponding position in the rekeying
message is omitted.

In the last case, when a new user U4 joins the group, if n is odd, then U adds the element
¢(s, Clp) and sends the following to the new user:

{¢(se, C) p(5er, CR)s s (500, Ci 1), Gy @00, CFFH), s (500, C 1), @ (500, O -

If n is even, U, adds the element ¢(s?,, C};) and sends to Uy, 1 the following:
(952 CY, P55 C2), s bl CE1), €L (520, C571), s (55, 1), (5, C) .

Finally, user U, proceeds to step 3 of the group key protocol and sends the other users the
information to obtain the shared key using their private keys.

Our next objective is showing that the security of this protocol for n users is equivalent to the
security of the key exchange in the case of two users, as is the case of [6] and any other similar proposal
such as [7] or more recently, [8], among many others.

6. Conclusions

Our contribution is proposing twisted group rings as interesting structures for key management,
combined with the decomposition problem, since they seem to be quantum-safe for the time being.
More specifically, we have introduced a key exchange protocol using the group ring K*[D5,,] and have
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shown a security and complexity analysis. We have also proposed an Elgamal cryptosystem and
discussed its security. Finally, we have extended this protocol for several users.
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Appendix A

Proof of Proposition 1. Let us show that each of these equalities holds.

1. Given hy,hy € Ry, we have

rl-xis]-xj = risja(xi, )iy = ris]-xi*j,
ijjrixi = Sjri“(xj, xi)xjxi = TiS]‘xi'H'
So then
m—1 oom—1 ) m—1 o m—1 Cm—1 '
hhy =Y (rix') ) (si¥)) = ) (risix™) = ) (rjx) ) (rix') = hahy.

2.  Given hy,hy € A,, these elements can be written as

roy + rixy + rax?y + .. + rmquLfly + r%xm%ly + o X" 2y "y

m—1
2 . .
=roy+ Y (rix'y +rix™'y)
i=1

if m is odd, and

roy + rixy + rx’y 4 ..+ r%_lx%*ly + r%x%y + r%_lx%ﬂy F o X" 2y ™ ly

[N]

m
2

=ry+ry X7y + Y (rix'y +rix™ )
i=1

if m is even.
It is worth showing now that the following equality holds:

n n
Z(rixiy + ™) Z(t*jijjy + tjijm*j) =
i=1 =1

M-

. . n . . . .
(sixly +six™ 1) Y (¢ "'y + Erix™ "), (A1)
i=1

-
Il
—_

This is because we will need to use it in both bases, for even and odd m. Since we have that with
basic elements we get

(rix'y +rix~ty) - (t sy + UsixTy) = (sixly +six 7 Ty) - (Frxly + rixly),
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(rixy + vy - (tsjely + s Ty)

= rxly-t7Js; x]y—l—rxy tfsx ]y—i-rx 'yt s, x]y—i-rlx iy tfsx Iy

= rsitT Joc(x Y, x]y)x yxfy'—k f,s]t]a(x y,x ]y)x yx Iy o
+risjt_]vc(x_ly, dy)x"tyxly + risjﬂzx(x_ly, xTy)x"yx"Ty

= risjt’ftfxi’f + risjtft’fx”j

—Q—T’iSjtijtjxiiij + Tl'S]'tjtijxiiij

risi (X1 + 2t 4 x4 x 7)),

(s x1y+sx ]y) (t7rxly + trxly)

= sy tTirxty spdy - FrxTly sy - ity s Ty frccly
= sirt ' (dy, x'y)yx'y + sirita(y, x Ty dyx Ty
Fsjrit'a(x Ty, x'y)xTyx'y + sjritta(x Ty, x 7y )x yx
st T s T s T s

siti(X T 4 2 4 x T T

risi(x =] T x4 x T,

—i

y

Then we have

Y (rix'y ffz'xm_'iy) ) ?zl(tfjij]:y+tf$jxm‘fy) | o o |

= Y (rixty - tspdy +rixly - Hsix™ Ty + rix™ Ty -t sy + ™y - Hs i T Ty)
YT (rssjtIu(xly, ¥y + ris i (xy, 21Ty iy Ty

risjt (2, 2y )x"lyaly + st (e ly, <" Ty) Ay ly)

Yiia (risit Tx'yay sy sit/t 7 yxm Ty A risit X yxly st I yxly)
21,1(%, T4 isjx! +i + risix” J. + 7isjx ’*J)

Yot risi(x' T + x’+] + x‘l‘f +x7H)

2;1:1 (sjxly +s;x mjy) Y (F iy 4 T y).

2.1 Now we show that hih} = hyhj.
- If misodd:

hih = (roy—i—Zl 1 (rxy—i—rxm iy)) (soy—i—Z (t~ Js]x]y—f—tls] XM= Jy))
= roy- soy—i—royz (t is; x1y+t]s] x™m- ]y)+21 1 (rxy—l—rxm i y)soy
+Zi:1 (rl-xy—i-rix’” 1_1/)2 (tffsx]y—i-t]s xmffy)
= roso—l—zimfll (rixiy+rix y)soy+roy2 (t Is; x]y—i-t]s i Jy)
57 (i + :liim_iy) E,-z_l (tTsjxly + tjsjf:il_]y)
= soy- roy—i—soyZJlTl(t_ir-xiy—Hir Ml )+Z]Tl(ij7y+ijm_fy)roy
+L2 1( xfy+s Iy L (- nxy+flrx’" 'y)

= (soy + Zj:1 (sirly + ij’”*fy)> (roy + Zi:l (t ity + t"rixm*iy)>
= hphj,

where we have used that

o A?:l(rl-lx"y + rix™- ’)Z ((tTsixly + HsixmT) = i—1 (8] Wy + i) O (Frxly +
trix ’)Al
m 2
o 1oy- Z] : (t is; x]y—l—t]s xMly) = Z 1 (s x]y—i-s X"y - roy A2,
m—2 m—2

o L2 (mxy+ra™y)soy = soy L2y (H iy + Hrix™ i) A2,
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3
|

m—1

roy Y, (t_js]-xjy + tjijm_j) =
j=1

™

T
I

(roy - t Isixly + roy - Hlsjx™ Ty)

B
|
-

Il
gt

(rosjt™ Taly, xly)yxly + ros]t]tx(y,

-
Il
— =

3
N

= (ros]-xmfj + roijj)

Il
e

3

Il
_
lngt
I

B
|
N

Il
gt

(s]x]y + 5™ Nroy.

-
Il
—_

- Analogously, if m is even, we have

m m=2 i )
hlh; = (Toy~|-rmx7y+2. 2 (rix1y+r,xm—z))
(soy—i-t zsmxzy—i—zn (t~ Is. x]y+tjs XM= ])>

m=2

= roy-soy +roy- -t 25mx2y+r0y2,1 (tTsjxly + tsjx™~

(sjrooc(xjy, y)xjyy + sjrooc(xm_jy,

12 0f 15

Ty y)

(A2)

y)x"Tyy)

Iy) +ruxzy-soy

m=2
—i—r%ny-t ZS%XZ]/-FF%XZ]/ZJ»:l (tTsixly + tsjx™Ty)

+ 25 (rixty +rix™'y) ssoy + X5 (rixty +rix™ Ty )t

+ L5 X'y +rx™y) L2 (Espdy + Usix™y)
m—i

m m=2 .
= TroSo+rmx2y-soy+ L, 2 (rlxly—i—rx
+rmx2y t ZSmey—i—Z (rxy+rx’” iy)t*%-t*%

m

3 Ssmx?
T 2Smx
mxzy

Y)-soy +roy -t Tspxty

m
Smx2y

royZ (t Isixly + tsjx™~ Jy)+rmx2y2 (t Isixly + tsix™Ty)

mfZ

+ 33 (rx Yy ) ijl (t~ fs]-i]y—i- t]ijmffy)

= sy - oy +Soy - t*%r%x%y + soy Zj:Tl (t7 iy + tira™
m m m m m=2 . . .

—|—sm xzy- tfir%xiy +smxzy Zizzl (t7'rix'y + trix

+Z] 1 (s]xfy+r] x"= fy)): tH(rixly + ™)
= <50y+5mx2 —l—Z-_ ( sy + sjx™" *)>
(roy+t 2rmx2 —1—2: 712(t ity + trxm= l))
= hyht,
where we have used that

® 1Y - SoY = YoSo = Soro = SoY - roY

m—i

) +syxtyroy
y)

mf . . m=2 . .
L2 1( Xy +1jx ’"’]y)roerZ] 2 (sixly + " Iy)t 2

_m m _m m m m m m m
o roy-t Zsmxzy=rosut Za(y,ny)yny:rOSmxz =suroa(X2Y,Y)X2yy = SmX2y- 1oy,

m=2 . . . . m
o oy X5 (Espdy+ Usix™y) :ZJ 1 (s]xfy+r] x"ly) - roy A2,

m
2

m m m
° rmXx2y-Soy =Tmsoa(X2Y,Y)X2Yy = rmsox

m m
° rmxzy t— 25mx2y—5mx2y t2r %xzyAB,
n172

T4 (rmxzy sixly

° rmxz]/z (t Is: xfy + t]s XM= ]y)

Ej:l (r%sfjﬁ ]‘H’%S]»xi*])

= sor%tia(y,xfy)yxiy =soy -t Zrmx2y,

+ ~r%x%yijm’7y) =
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m—2 m—2

= Zj:Tl(ijfy : t*%r%x%y—krjxm‘fy : t*%r%x%y) =L (s]-xfy—krjxm‘fy)t*%r%x%y,
m 2 m 2
o Y2 (rx Yy 4"y ) sy = soyz (t7irxly + tir™iy) A2,
m=2 . . m m m 2 1 1 1 1
e Y. (rix’]/—krixm*ly)t_fs%x?y =SmXx yZ (t7'rixty + ™ y) A3,
m=2 . . m 2
o Y5 (rixly—krixm_’y)ﬂ (t ]s]x1y+tfs] x™= Jy) Z (s]xfy+r x™= ]y)Z (t rlxy—f—
trix™iy) Al,
m—2 m—2

'MN

rmx%yz e ]s xy —|—t]s A" ly) =

m : . m .
mo mo
m (rox2y-tIsidy + rpx2ysix™ y)

2

j=1 =1
m—2
2 H m H m H
=) (rosita(x2, xly)x2 y+
=1
rm ]t]a(xZ X" ly)x % X" Ty)

3
RRNE
IN)

[
D

30
N —_—

(rusix?* 4 rusix? )
v 7 ")

|
™

—
Il
N L

(r%ij%7j+r%ij%+j) (A3)

3
|

(sjr% 5 a(xly, x% ) xlyx? +

|
\.MN‘

Ti
I

t*%tx( m=jy, x%)xm*jyx%)

12
<
=

NF

)
b

(ijjy T TrmxZy 4 rjx’”*jy : t*%r%x%y)

2

I
-
INag
I

)
b

m
2

(sjxly + rjx™" ‘y)t_%r%x v.

[l
MN\

-.
I
—

The proof of hihy = h3hy and hihy = hyhi can be made by using similar arguments.
O
Appendix B. Mathematica Implementation of 128-Bit Example

In this appendix, we include an example of our key exchange in GF(2%)*Ds,, where keys are 128
bits long, implemented in the software Mathematica.
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Ini52l= h = RandomCho1ice [GR128] ;
gl = RandomChoice[elementsR1];
g2 = RandomChoice[elementsR1];
k1 = RandomChoice[elementsA2];

k2 = RandomChoice [elementsA2];

In57k=  TwistedMult128[gl, g2]
TwistedMult128[g2, gl]
TwistedMult128[kl, StarApl[k2]]
TwistedMult128[k2, StarApl[kl]]

ous7= {t+t?+t?, 0, 1et+t?, Lot+t?+ 3, tat?,
2,1, 1+t+t3, 1+t+t24+t%, L+t+t2 4%, 0, 1, 0, t3,
t,1+t%,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0, 0}

ousl= {t+t?+t3, 0, L+t+t?, 1ett?+t%, £+t
2, 1, Letet), latatiet, Latettat’, B, 1,08, &7,
t,1+t%,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0, 0}

oussl= {3, 1+t+ 2+, t+t?+ %, £+t 43, P,
1,8, 501,08, tat*, 0, I, 2%, 8it"a 1, EatPut,
1+t+t*+t%,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0}

ousol= {3, 1+t+ 2+ t%, t+t?+ 3, tat? 4 2, 3,
1,0, t+t?, 0, t+t?, 0,1, t3, t+t?+t3, t+t?+t3,
1+t+t*+t%,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0}

nell=  GetKey[a_, b_, c_] := TwistedMult128[a, TwistedMult128[b, c]]

n62=  publicA = GetKey[gl, h, k1]
publicB = GetKey[g2, h, k2]

ousz= {t+t%, 0, L+t+t), t, 1+t+t5, 1, t+t2+t%, %, 5, £, t+t5, 1+¢%, 0,
Tet+td, 2483, 1+t2465, 2, 1465, t, 1+t, t+t2+1%, L+ t+t3, t3,
1+, 1ttt 1ot 242, 148, £2, 1t P, 8}

oussl= {t+t?, 1, 1, t+t?, t+t?, 1+, 1+t%, 1+ t%, 2+ 63, 1ot t?,
2, t+t3, 1, 1+t+t?, 1+t2, 1+t3, 1ot+t2+t3, 1+ t+t2,
1+82+1%, 1, t+ 1, £, €%, 1+t%, 1+ t+t5, 14+ ¢, 0, 1, £3, 0, 0, t7}

In64:=  sharedA = GetKey[gl, publicB, StarApl[kl]]
sharedB = GetKey[g2, publicA, StarApl[k2]]
sharedA == sharedB

oussl {12, 1, €2 +t%, t+t?, 1+6%, 1462, 1417, 1+ t+ 2, 1412,
1at, 17, tet?, datatlat’, Letatt e, tat ot e,
14t et et 8, Vet el at 1, 2, A, ol Latad’,
tet?, 1etr 2 t?, 1ot 4%, 1482, £+ 24 60, 1ot £2, )

outss= {£2, 1, 2+ t%, t+t?, 1+13, 1+%, 1+t%, Lo t+t?, 1417,
1+t, t2, t+t?, 1ot+t2+t3, 1ot+t2+t3, t+t2+t3, 2+ 63,

T+t 68 58t Qe Lo+ a0t Bt Loty T+, Latst,
t+t?, 1et+ 242, 1et+ 24 %, 142, t+ 24 %, Lo te 2, £F)

Outléél= True

Figure A1. Implementation of the key exchange in Mathematica
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