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1. Introduction

In recent years, new hard problems have been proposed in public key cryptography,
since those that we are using might be not secure soon. When two parties want to communi-
cate through an insecure channel, they need to undertake a key agreement, which consists
of agreeing on a secret shared key by exchanging information that does not compromise
the common key.

The first widely used protocol that allows this to happen was proposed in 1976 by W.
Diffie and M. Hellman [1], and works as follows:

Let Alice and Bob be two users, who want to agree on a common key through
an insecure channel. Consider p a prime number, Zj, the multiplicative group of
integers modulo p, and g a primitive root modulo p, all of them public.

(i)  Alice chooses a secret integer 4, and sends Bob p4 = ¢g*(mod p).
(ii)  Bob chooses a secret integer b, and sends Alice pp = g”(mod p).
(ili)  Alice computes p%(mod p), and Bob computes p’ (mod p), so both obtain
the same value, which is the secret shared key K = ¢**(mod p).

Information shared does not compromise the shared key since the underlying problem
an attacker would need to solve, the so-called Discrete Logarithm Problem (DLP) is believed
to be hard. This key agreement can be seen as an example of the protocol by Maze et al. [2]
in a general setting:

Let S be a finite set, G an abelian semigroup, ¢ a G—action on S, and a public
element s € S.

(i)  Alice chooses a € G, and sends Bob p4 = ¢(a,s

(i) Bob chooses b € G, and sends Alice pg = ¢(b, s)

(i) Alice computes ¢(a, pg), and Bob computes ¢(b, p4), so both obtain the
secret shared key K = ¢(a,p(b,s)) = ¢(b,p(a,s)).

).

The underlying problem that gives sense to its security is known as the Semigroup
Action Problem (SAP).
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Semigroup Action Problem. Given a semigroup action ¢ of the group G on a set

S and elements x € Sand y € G, find g € G such that ¢(g,x) = .

Motivated by this, the authors proposed in [3] a new setting, and some protocols,
which extend these techniques to a non-commutative setting. In this case this is a twisted
group ring, an extension of group rings, that have also been recently used in cryptography
(cf. [4-7]). The action proposed in [3] is the two-sided multiplication in a twisted group ring.
Thus the problem which the security of this new proposal is based on, is a modification in
the twisted case of the so-called Decomposition Problem (DP).

Decomposition Problem. Given a group G, (x,y) € Gx Gand S C G, the
problem is to find z1,zp € S such thaty = z1xzp.

A natural problem is how to extend this kind of key management protocol for two
users to a greater set of these. In the classic Diffie-Hellman protocol, a solution is proposed
in [8]; and in the more general case of SAP, this solution can be found in [9]. In both cases,
it is shown that the extra information shared in the case of a 1 users, key exchange (>2)
does not imply any information leakage than in to the 2-users case.

Our aim in this work is to show that in this new setting, which differs from those
above, given the non-commutativity of twisted group rings, these kind of protocols could
be useful as well. Moreover, they could even avoid possible threats in the known cases.

2. Results
2.1. Algebraic Setting

In this section, twisted group rings are defined, and we also show some properties
that allow the key exchange.

Definition 1. Let K be a ring and G a finite multiplicative group. Let U(K) be the units of K.
We call the map o : G x G — U(K) a 2-cocycle if x(1,1) = 1 and for all g, h,k € G it satisfies
the equation

a(g, hk)a(h, k) = a(gh, k)a(g, h) )

We denote the set of all 2-cocycles of G by Z2(G, U(K)).

Definition 2. Let K be a ring, G be a multiplicative group, and o € Z*(G,U(K)). The group ring
K*G is defined to be the set of all finite sums of the form

Y. rigi,

g,'EG

where r; € K and all but a finite number of r; are zero.

The sum of two elements in K*G is defined by

() rig) + (X sigi) = ) (ri+si)gr

8ic€G 8i€G 8i€G

and their product, which is twisted by a cocycle, is given by

(Y rig) () sigi) =), ( Y. risk ‘X(gj/gk))gi-

gi€G gi€G 8i€G " 8j8k=8i

Let K be a finite field, G the dihedral group of 2m elements [10],

2 a m—a

Doy = (x,y: 2™ =y~ =1,yx" = x" %)
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and & € Z%(Dyy, K). Let Cyy = (x) be the cyclic subgroup of Dy, generated by x. Then we
have that K*D5,, is a free K*C,,, module with basis {1,y}, and therefore K*D,,, is the direct
sum of the K—vector spaces:

K*Dayy = K*Cpy & K*Cpy

Definition 3. For a given 2-cocycle & € Z?(Dayy, U(K)), we define the reversible subspace of
R = K*G (where G is either Cy, or C,,y) as the vector subspace

m—1 .
T'R] = { Z rixyf e R:rj = rm_i}.
i=0

m—1
We will denote Ty = T[K*Cpy| = { Z rix’yk €EKCpy:ri = rm,i}.
i=0

Now we establish some useful properties that will allow the introduction of the group
key management protocol.

Definition 4. Let R = K*Dy,,, and « be a 2-cocycle. Given h € R,
h= )Y rix'yk,

0<i<m—1
k=0,1

where r; € Kand x,y € Dy, we define h* € K* Doy, as

W=y ra(xy oY) TR,
0<i<m-—1
k=0,1

Lemma 1. There exist group rings R = K*Day,, such that, given two elements hy, hy € R,

(a)  Ifhy, hy € K*Cy, then hihy = hyhy.
(b)  Ifhy, hy € Ty, then hihy = hohy, and hi‘hz = h3h.

Before giving a proof of this lemma, let us give a couple of illustrative examples.

Example 1. Let K and Dy, be as previously introduced.

o Let t be a primitive root of unity of K. The map a; € Z?(Dyy,, K*) defined by a1 (5, 1) = 1
for & = x',u = xJy*, and wy (6, 1) =t/ for 6 = x'y, u = xIyk, where i, j =1,..,2m —1,isa
2-cocycle that verifies Lemma 1. A proof can be found in [3].

o Let A an element in K*. The map ay € Z?(Dyy,, K*) defined by ap(6,u) = A for § =
x'y,u = xly, and ay(6, ) = 1 otherwise, where i,j = 1,...,2m — 1, is a 2-cocycle that
verifies Lemma 1. A proof of (a) and (b.1) can be found in [11]. We now provide a proof for
(b.2).

Proof of Lemma 1. Let R = K*2D,,,, where «; is the 2-cocycle defined above. Let h1, hy €
Iy, ®and ¢(hy) = hAl as defined in [11]. The equalities (a) and (b) i1 h; = hoh] were proven
in [11]. It remains to prove that hjh, = hyhy. Using ([11], Lemma 3.8), we can prove
the following:

—

iy = ©(h)jP(h)y = ©(h)FgP(hy) = A>®(h1)D(h2)
AVO(hp)®(hy) = P(h1)gyP(h) = P(h2)y®(h)y = 3l



Mathematics 2022, 10, 2845

40f16

2.2. Key Management over Twisted Group Rings

In this section, we propose a key management protocol for n users. Let us define the
action ¢
¢: (K*Cp x K*Cpy) x R — R

¢(si,h) = dihu;
where s; = (6;, 1;). Note that

P(sip(sj, h)) = ¢(sisj, h)

We will sometimes write ¢(s;s;, 1) to refer to ¢(s;, ¢(sj, ) ), to make some definitions
more readable.

Let h € R be a random public element and assume that R = K*C,;; & K*C,,y verifies
Lemma 1. Fori = 1,...,n, user U; holds a secret pair s; = (J;, y;), where é; € K*Cy,
and y; € I'y C K*Cpy. Let us define the action ¢ by means of a two-sided product
¢(si,h) = 6ihp;. We will denote s = (4, uf ). The initial key agreement for 1 users is given
by the following steps:

(i) Fori=1,...,n—1,user U; sends to user U;;, the message
1 2 i+1
{G.ci,..,.Cy,

where C% =h, C% = d1hyy and
e fori>1even, Cf = ¢(s;, C?].;l), when j < i, Cf = Cf_l, Cf“ = ¢(s;‘,Cf_1),
o fori>1lodd, C/ =¢(s;,C. ), whenj<i Ci=Cl,Ci*' =¢(s;,CL,).
(ii) User U, computes the shared key ¢(s,, Cl!_;) in case n is odd and ¢(s;,C!!_;) if n

otherwise.
(iii) User U, broadcasts

{cl,c2,.., cr1y.
(iv) UserU; (i=1,...,n— 1) computes ¢(s;, C}) if n is odd or ¢ (s}, Ci,) if n is even.

This protocol allows all users to obtain a common shared key. For & = &4, this was
shown in Proposition 3 of [3]. Now we prove it for & = a5.

Proposition 1. Let R = K*2D,,,. After this protocol, users Uy, ..., U, agree on a common key.

Proof of Proposition 1. Firstly, we will consider that n is odd. Let us show that users
Ui, ..., U,_1 get the same key and that this is equal to U, key. To do so, we will prove by

induction that . j
¢(si, C) = (s, Cn)

fori # j,i,j € {1,...,n — 1} and that these are also equal to the key that U, recovers,
¢(sn,Cll_;). Forn =3,

$(s1,C3) = ¢(s1,302hpap3)
016302hpz 131
620301 hp iz
¢(s2,0301hpa p3)
= 4)(52/ C%)

using the commutativity rules given by in Lemma 1,

Hopap1 = popiPs = Hips s = Hip3H2.

Moreover, ¢(s3, Cg) = 030001 hp py s = 620301 hppipo = (s, C%)
Now, suppose that ‘
¢(si,Cp,) = (s, Ch).
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Then we have

¢(s7,Chi1)

s7sn+1,Ch)

and

S]’l/ 4)(5:;_1/ CZ:%))
susn_1/Co 1)

¢(sn, CZ—l)

I
< S S

4)(571—1/ C;zlil)

So all users Uy, ..., U, get the same key for n odd.
Secondly, we show that this also works for n even. We prove by induction that

¢(s7,Cp) = ¢(s7,Ch)
fori#j,i,je€{1,...,n—1}. And this also equals U, key, ¢(s,,Cl! ;). For n = 4,

¢(s7,¢(s4,C3)) = ¢(s7,040302hpapips)

= 01040302h o3 papy
02040301 hpt1 3 papis
P(55, 040301 hpq p3is)
= ¢(s3,9(54,C3)),

¢(s3,9(54,C3)) = @(s7,0a0302hpap3p1a)
01040302 hpopi3 papty
03040201 hpiy pis pia i3
¢ (53, 040201 hpr i3 pia)
= ¢(s3, 9(54,33))

using that §; € K*C;;, commute and
Hop3papy = Hapapap] = Hapapop] = Hapabips = HahiHaks = H1p3Hals,
HopaHal] = HoHiH1 i3 = HoH] Hal3 = HAH Hal3.
In addition, ¢(SZ,C§) = 04030201 hy s pspy = O30apppirhp pi papy = 4>(s§,4>(54, Cg’))

Suppose now that '
¢(si,Cy) = qb(s;-k, Ch).
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Then we have
¢(si, Cpiy1) Sir ¢ n+1’ )
Sis n+1’ )
n+1' )
SnJrlSl ’ Cl )

(sir¢
(sir ¢
(sis
(
(Sn+1r ))
(
(
9 (s;
9 (s;
(s,

I
‘&‘S%‘%‘&‘%

Snit, P s C] )
Sn+15],cj )
sis

= ¢

n+1’ )

S, n+1’ )
n+1)

So the shared key ¢(s;, (s}, 1, Ch)) is the same for every i € {1,..
P(s0,Chi_q)

,n — 1}, and also,

¢(sn
= 95
= 95,
= 95
= (s

so all users Uy, ..., U, have the same shared key, and we are done. [

Note that this protocol in K*2Dj,,, for n = 2 users, is described in ([3], Section 3 ) and
later in ([11], Protocol 1) using the cocycles of Example 1 respectively.
For clarity, we include an example for a small number 1 of users (n > 2):

Example 2. For a small number of users, n, the key establishment is as follows:
(i) Fori=1,...,n—1,user U; sends to user U, 1 the following messages:
J U; sends to Uy {C}, C%} = {h, 51]1‘141}.
L U, sends to Us {Cl, C%, Cg} = {52h]42, 51]’1]41,5251]’1]/!1‘11;}.
(ii)  Thenifn = 3, given that nis odd, user Us computes the shared key ¢ (s3, C3) = 636281 hpu1 i’y 3.
(iii)  User Uz broadcast {C}, C%} = {030hpop}, 6361 hpy s }
(iv)  Then users Uy and Uy compute the shared key as follows:
o Uy computes ¢(s},CL) = 61530hpuapi 1.
o Uy computes ¢(s},C3) = 026301 hp s pa-
These are equal to the key computed by Us, as shown in Proposition 1.

If n = 4, given that n is even, the protocol works as follows:

(i) Users Uy, U, send the same messages as before, and Uz sends to Uy {Cl, C%, Cg, Cgl} =
{0302hpp 3, 0301 hpy 3y, 6201 hp s, 630201 hpy py s}

(ii) Then user Uy computes the shared key ¢ (s}, C3) = 04630261 by s

(1i1) User Uy broadcast {Cl,Ci, Ci} = {040300hpopi} g, 040301 hpa p g, 040201 hpa s s}

(iv) Then users Uy, . .., Uz compute the shared key as follows:

o Uy computes ¢(s5, CL) = 81646302huapi’s pap}.
e U computes ¢(s3, Cz) = 02040301 hpa pl papts.
* Uz computes ¢(s3,C ) = 03040201 hpuy s papts.
All users obtain the same key, as shown in Proposition 1.

We have described the so-called Initial Key Agreement (IKA), but another important
process in group communications is rekeying through the Auxiliary Key Agreement (AKA),
which takes advantage of the information that was sent before to create a new key in a
group when necessary, and is more computationally efficient than IKA. There exist three
situations: the members of the group stay the same, a member leaves the group, or someone
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new joins it. It is important than the AKA happens in all these three situations, to ensure
forward and backward security, as shown in [8,12,13].

In the first situation, every user U; has the information Ci received from the user U,,.
The rekeying process can be carried out by any of them. We call this user U.. He chooses a
new element 5; = (4, o fic), where 5 € K*Cyy and 7, pe € T'y C K*Cypy. If nis odd, he changes
his private key to 5;"s. and broadcasts the message

{p(sc*,Ch), (S, Ca), o, (S, C7Y), CoL (55, CtY), o (5™, C) Y

If n is even, he changes his private key to s:s; and broadcasts the message

{9(5,Ch), 9(5e,CR), -, 9(56,Ci 1), Cry p(32, CLF), - (Se, ) -

Then every user recovers the common key using the private key s; if 7 is even, and s}
if n is odd. A proof can be found in [3].

In the second case, when some user leaves the group, the corresponding position in
the rekeying message is omitted.

In the last case, when a new user U, joins the group, if n is odd, then U, adds the
element ¢(s¢, C}) and sends the new user the following

{p(5,CL), (56, C2), ..., p(5,CEY), C, (5, C5HY), ., (80, C7Y), (50, CI) ).

If n is even, U, adds the element ¢(s.*, C}!) and sends to U,, ;1 the following:

{P(5", Co) (5", CR), o (5, O, Gl (5™, G0, (57, G ), (507, G -

Finally, user U, proceeds to step 3 of the group key protocol and sends the other
users the information to obtain the shared key using their private keys.

2.3. Security of the Group Key Management

In this section, we show that the extra information sent in the protocol for n users
does not implies aditional information leakage for an attacker respect to the 2-users case.
For this purpose, we define the following random variables, choosing X randomly from
(K*Cpy x Tg)™:

A, = (Uiew(n, X),y), for y € R randomly chosen.

(view(n, X), ¢(s5sn-155_5 - -.535551,h), h)), if n is even.
D, =
(view(n, X), ¢(sns’_15n—2...535351, h)), if n is odd.

where
*  view(n,X) := the ordered set of all ¢(s;, s} si, . .. 5, _oSm—15y,, 1), for all proper subsets
{ir,...,impof {1,...,.n};me{l,...,n—1}.
when 7 is even, and
e view(n, X) := the ordered set of all gb(sils;;sis - Sm—28_15m, ), for all proper subsets
{i1,...impof {1,...,n},me {1,...,n—1}.
when 7 is odd.
Also note that ¢(s};5,—15)_, ...535551,h), or ¢(sus’ 15,2 ...535551,h), is the common
secret key, is case 7 is even or odd respectively.
Let the relation ~ be polynomial indistinguishability, as defined in [8]. In this context,
it means that no polynomial-time algorithm can distinguish between a key and a random

value in K*Dy,,, with probability significantly greater than % We can derive the following
result on ~.

Proposition 2. The relation ~ is an equivalence relation.
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A proof of this proposition can be found in [14]. Before we prove the main result, let
us show that

Lemma 2. We can write view(n, {s1,s,} U X), with X = {s3,...,s,} as a permutation of

V= (view(n —1,{s1}UX),p(sns;_1...52,h),view(n —1,{sp} UX),

¢(susy,_1Sn—2...5351,h),view(n —1,{sys1} U X))

when n is even, and as a permutation of

V= (view(n —1,{s1}UX),p(snsp—155_p...52,h),view(n —1,{sp} UX),

p(spsp—1...5351,h),view(n —1,{s1s5} U X))

when n is odd.

Proof of Lemma 2. Now we show that both sets are equal. First, we prove that view(n, {s1,s»}
UX) C V: Leta € view(n, {s1,s2} U X):

e Ifniseven:

(i)  Ifa contains s}s1(= sjs), then it belongs to view(n — 1, {s}s;} UX) C V.
(i) If 2 does not contain sy (or s7),

(%) (*)

- butit contains all the remaining elements, s, ’,...,s; ’, then it belongs to
$(sns’_1...s5s0,h) C V.
- and if it does not contain all the remaining elements, then it belongs to
view(n —1,{s} UX) C V.
(iii) If 2 does not contain s; (or s3),
—  but it contains all the remaining elements, sg*), sé*), s, s,(l*), then it belongs
to p(sus)_4...s351,h) C V.
- and if it does not contain all the remaining elements, then it belongs to
view(n —1,{s;} UX) C V.
(iv) Finally, if a does not contain s; neither sy, it belongs to any of the following
view(n —1,{s1} U X),view(n — 1, {sp} U X), view(n —1,{s1s3} C V.
o Ifnisodd:

(i)  Ifa contains s}s1(= sjsy), then it belongs to view(n — 1, {s3s;} UX) C V.
(ii) If a does not contain sy (or s7),

(%) (*)

- butit contains all the remaining elements, s, /,...,s; ’, then it belongs to
$(sysp—1-..5550,h) C V.
- and if it does not contain all the remaining elements, then it belongs to
view(n —1,{s} UX) C V.
(iii) If 2 does not contain s; (or s3),
—  but it contains all the remaining elements, sg*), sé*), ..., s,(z*), then it belongs
to ¢(sysy—1...5551,h) C V.
- and if it does not contain all the remaining elements, then it belongs to
view(n —1,{s1} UX) C V.
(iv) Finally, if 2 does not contain s1 neither s;, it belongs to any of the following
view(n —1,{s1} U X), view(n —1,{s2} U X), view(n — 1, {s1s5} C V.
The reverse inclusion, V C view(n, {s1,sz}) is true since all the elements in V belong
to view(n, {s1,s2} U X) by definition. [
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In ([3], Section 3) it is first described a decisional problem related to the key agreement
protocol for n = 2. Let us recall from ([11], Definition 4.7) a formal definition of this
decisional problem.

For a given adversary A we define the following experiment:

¢  The challenger computes

Q) (01, 11) & K¥Cp x Ty
(i) (02 p12) & KCp x T
(i) (03, p3) & K¥Cp x T
(
(

)
iv) pub; < é1hpq; pub, < Srhuy;
V) 19 < Spubyu3;ry = d3hus;
and gives the triple (pub,, pub,, k;) to the adversary.

e The adversary outputs a bit b € {0,1}.
If W, is the event that A outputs 1 in the experiment, we define A’s advantage in
solving the Decisional Dihedral Product Problem for K*D,,, as

DDPadv[A, K* Dy, | = |Pr[Wp] — Pr[Wy]|.

We say then that the Decisional Dihedral Product Problem is hard or that the Decisional
Dihedral Product Assumption holds for K* Dy, if for all efficient adversaries A, the quantity
DDPadv|[A, KDy, is negligible.

Let us finally prove, following the idea of [8], that if the Decisional Dihedral Product
Assumption holds, then the Group Key Management verifies that an adversary cannot dis-
tinguish the shared group key from an arbitrary element. To do so we prove the following:

Theorem 1. Foranyn > 2, Ay ~ D, implies that A, ~ Dy,.

Proof of Theorem 1. We show this is true by induction on n. Assume that A, ~ D, and
A; ~ D;,i € {3,...,n—1}. Thus, we have to show that A, ~ D,,. We define the random
variables B, C;;, and show that A, ~ B, ~ C; ~ Dy, and since ~ is a equivalence relation,
by transitivity, this implies that A, ~ D,,.

We split the proof in two cases:

(a) Assume n is even:
We redefine A, D, using Lemma 2, and define B, C;, as follows:

e A,= (view(n —1,{s1} UX),¢p(sns}_y...50,h),view(n —1,{sy} UX),
¢(snS)_15n—2...5351,h),view(n —1,{s3s1} U X),y)

e B,= (Uiew(n —1,{s1}UX),¢p(sns_;...52,h),view(n —1,{s,} UX),
¢(sns)_15n—2...53s1,h),view(n —1, {c} U X),y)

e C,= (view(n — 1, {51} UX),¢p(sus;,_y --.52,h),view(n —1,{sr} UX),
P(sush_1Sn—2...5351,h),view(n —1,{c} UX), Pp(spsn—1... SZSgC,h))

e D,= (view(n — 1, {51} UX),¢p(sus;_q--.52,h),view(n —1,{sr} UX),
P(sush_1Sn—2...5551,h),view(n —1,{s3s1} U X), P(s;55-1 - .525355*51,}1))

choosing s1,s2 € Ry x Ay, c € Ry x Aj;and X € (Rg X A2)'2,y € RihAq randomly.
Note that only the last two components vary.
Ay ~ Dy = A, ~ By
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Suppose, for the sake of contradiction, that an adversary Eve distinguishes A, and B,,.
We produce an instance of A, % B, for Eve

Ay

By

<view(n =1L {s51} UX),Pp(sus)_q...50,h),view(n —1,{s,} UX),
$(susy_15n—2--.5351,h), view(n — 1, {s3s1} U X),y)

(51hm,. < s On0n—1 .- Oa03hpapy - Hn1Hn, Onbn—1 - 0301 p1 i3 pa - - Py Hin,
(52]1}[2, e ,(5n71 e (5352h]42]1§ e yzfzyn,l,énén,l P (5352”!‘111]1;}14 e yzilyn,
0201hupy, . .., 0y—10u—2 ... 03(0201)h(p1pt3 )13 . --#Z_zﬂn—l,y>

<view(n =1, {51}UX),P(sus)_q...50,h),view(n —1,{s,} UX),
$(sush_1Sn—2-..5351,h),view(n — 1, {c} U X),y)

(thm,. ) Ondpt - OaO3hUSIE .ty 1y O - .. O3O1 My g . 1t
52”1]12, e ,(5,171 e (5352]’1]42}1? e ]4;72}4,4,1,(5"5”,1 - 53(52}1}[1]/[3]14 e y:_lyn,
C1hC2, .. .,(5,,,15«,1_2 ce (53 (Cl)h(C2)y3 ce ]/1:1_2]1",1,]/)

if Eve distinguishes A, and B, then in particular, she distinguishes 6,61 iy 5 from
c1hey (given d1hpy and Sy ), which means that she distinguishes

Ay = (view(Z, {sl,sz}),y)
= (51hV1,52h}12, y)
D, = (view(Z, {51,52}),¢(s§sl,h))

= (51hy1,52hyz,5251h111#5)

which contradicts our hypothesis.
Ay~ Dy_y= B, ~Cy

Suppose towards the sake of contradiction that an adversary Eve distinguishes B,
and C,. We produce and instance of B, % C, for Eve

By,

Cn

<view(n =1L {51} UX), ¢(s5;50-1---5552, 1),

view(n —1,{s2} UX), ¢(s);5p—1 - ..5551, h), view(n — 1, {c} U X),y)

(51h141, ceerOnOp—1 ... 0403hpapy . Un—1p5, On0n—1 ... 0301 U UG g - - Py 1 Hin,
Oohpin, ..., 0p_1...0300hpop3 .. U _shp—1,0n0,—1 ... 03020 S pg .. W Mn,
C1hC2, ooy 5,,_1 vor 5554((53c1)h(cz]43)]41‘;45...]4,1_2;4:_1, y)

(view(n =1, {51} UX), $(s5;51—1---5552, ), view(n —1,{sp} UX),
$(susy_q ...s551,h),view(n —1,{c} UX), Pp(sus’_; ... 555153c,h))
(51hy1, o On0y_1 ... 0403huspy . U1y, Onp—1 ... O30 AP U4 - - )1 M,

(52]’[]12, e ,(5,171 e (53(52]’1]12]1; e ]4;72}1”,1, (5,1(5",1 e (53(521/1]11]4;]14 e ﬂ:,l}ln/
Cﬂ’lCz, ceey 5,1_1 cee 5554(§3cl)h(cz‘143)‘u;"y5 ces }ln_zy:_l, 5,, e 54(5361)h(€2]/l3)]12

115...]1,1)

if Eve distinguishes B, and C, in polynomial time, in particular, she distinguishes y
and ¢(s;;sp—1 - -.55(s3c), h) (given view(n — 1, {c} U X)). Let

((view(n —2,{cs3,54,55,.. .,sn,l,sn}),y)
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be an instance of A, _», D,;_»:

An72

((view(n —2,{s3¢,54,55,... ,sn,l,sn}),y)
(((53(21)11(02;43),(5411;44, cov, Ouhpn, 04 (83c1)h(cops)py - - -, 0n(3c1 ) hcops) s,
(5554((53C1)h(€2}13)]11}15, e ,5;1(5”,1 e 54(53]’[]13]12 e ‘un,lyn,y)

(view(n —2,{53¢,84,85,.-,51-1,5n}), P(ShSp_1 ... 52(530),11))
((5361)h(62?13)/54hﬂ4/ <+ Onhpin, 64(83c1 ) h(copa)py - -, On(S3c1 ) h(c2p3 )y,
0504 (83c1)h(cop3)uips, - - - Ondp—1 . .. O504Mpapts .. . hp—1Mn, Onbp—1 - .. 04(d3c1)
h(caps)py - anll"n>

since Eve can distinguish y and ¢(s};s,—1...s;(s3c), h) given view(n — 1, {c} U X),
then in particular she distinguishes y and ¢(sys,_1...s;(s3c), h) given view(n —
2,{s3¢,584,85,...,5,-1,5n}) C view(n —1,{c} U X), and this means A, _» % Dy_»,
but this contradicts our hypothesis.

Ay ~ Dy = C, ~ Dy

Suppose, for the sake of contradiction, that an adversary Eve distinguishes C,, and
D,,. We produce and instance of C,, 7 D,, for Eve

Cn

Dy,

(view(n =1, {51} UX),p(sns;_q...50,h),view(n —1,{sp} UX),
P(sush_15n—2...5351,h),view(n —1,{c} UX), p(s5;5p-1 - .SZS3C,h))

(51}1#1, oo Ondp—1 ... 0a03hp3py . 1Py, OnOn—1 ... O30T MU S Ha - Jy_qin,
Oohpp, ..., 0p—1...0300hpa Y5 .. Uy _oMn—1,0n0n—1 ... 0302 Sy - . ) 1in,
CthZ, ‘e ,(571715”,2 N (53C1]’1C2]13 “en ]1:;72#”,1,(5”(5”,1 cen (5453C1]’l62y3]«lz e Un—1Mn

(view(n —1,{s1}UX),K(n—1,{s1} UX),view(n —1,{sp} UX),
K(n—1,{s2} UX),view(n —1,{s3s1} UX), P(s55p—1--- SZS3S§sl,h)>
(51’1141, co s Onby—1 ... 0403hp3y o fn—1 iy, Ondp—1 ... O30 p g -y P,

(52]’[]42, ey (57171 e (53(52h]12]4§ e "11272]1",1, 57151171 e (53(52]’[]41}1;]44 e “11271]/[",
5251’1}11}!;, .. .,(5,,,1(571,2 ce 53((52(51)]1(}11]4;)}13 ce y;_zyn,1,§n5n,1 e (53((5251)

B3 s - 1103 )

as in the first case, if Eve distinguishes A, and By, then in particular, she distinguishes
001 hpyp; from cihey (given d1hpy and dhpy ), which means that she distinguishes

Ay = (view(Z,{SLSz})ry)
- (thyl,éthZry)

D, = (view(z,{sl,sz}),<p(s§sl,h))
= (5171#1,52;1742,525171#1#;)

which contradicts our hypothesis.
(b) Similarly, if n is odd:
We redefine A;, D), using Lemma 2, and define B, C;; as follows:

e A= (view(n —1,{s1} UX),¢p(sysp—1-..5352,h),view(n —1,{sp} UX),
P(spsn—1-..5551,h),view(n —1,{s5s1} U X),y)
e B,= (view(n —1,{s1}UX), ¢p(s55n-1...52,h),view(n —1,{s2} UX),
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P(spSn—1-..5551,h),view(n —1,{c} U X),y)

e C,= (view(n —1,{s1} UX),p(s5sp-1-..52,h),view(n —1,{s,} UX),
P(spsn—1-..5351,h),view(n —1,{c} UX),¢p(sus_4 ... S5SZS3C,I’Z)>

e D,= (view(n —1,{s1} UX),p(s5sp-1...52,h),view(n —1,{s,} UX),
P(spsn—1-..5551,h),view(n —1,{s351} UX),p(snsp_7 - - 5551535551,}1))

choosing 51,52 € Ry x Ay, c € Ry x Aj;and X € (Rg X A)"2,y € RihA; randomly.
Ay ~ Dy = A, ~ By,.

Suppose towards the sake of contradiction that an adversary Eve distinguishes A,
and B;,. We produce an instance of A,, % B, for Eve

Ap = (view(n -1, {s1}UX),p(sisp_1...52,h),view(n —1,{s2} UX),
$(shsn—1--.55s51,h),view(n —1,{s}s1} U X),y)
= (51hy1,. s Onby_1 ... 04033y . P11, OnOp—1 ... 0301 My A M4 - . 1My,
52”!]12, ey (5,1,1 e (5352]/1]/[2}1; e ]1272}4,,,,1, 5,1(5",1 P 53(52]’[“111]/[;]14 e P‘nfl,u;fu
5251;1}11]1;, e /5n—15n72 e 53((52(51)]’1(]11}{;)]13 . ynfzy:;_l,y>
B, = <view(n -1, {s1}UX),p(sisy_1...52,h),view(n —1,{s2} UX),

$(shSn—1---8551,h),view(n —1,{c} U X),y)

= <51h;41,. ) OnBu1 - S4OshUSIL . M OB - . O30V U P - Hn 11,
52]’!]12, ey 5,,[,1 e (5352]1]42]1; e yzizyn,l, (5,4(57171 P (53(52]’!“111]1;]14 e yn,ly;ﬁ,
CthZ, e ,5,,,1(5,1,2 e (53(C1)h(C2)]l3 e yn,zyz_l,y>

if Eve distinguishes A, and By, then in particular, she distinguishes d,61hujp3 from
c1hey (given d1hpq and dphpp ), which means that she distinguishes

Ay = (view(Z,{SLSz})/y)
= (th;ll,(sthZry)

D,

(view(Z, {51,52}), P(s351, h))
= (5171#1,52;1}!2,525171#1#;)

which contradicts our hypothesis.
Ap—2~Dy_o= By ~Cy.
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Suppose, for the sake of contradiction, that an adversary Eve distinguishes B, and C,,.
We produce and instance of B,, # C, for Eve

B, = (Uiew(n =1, {s51} UX),p(sns;_q...50,h),view(n —1,{s,} UX),
¢(susy_q5n—2...5%51, 1), view(n —1,{c} U X),y)
= ((51hy1, oo Onby1 ... 0403y . . P11y, OnOp—1 - . O30 1 MU U M4 - W M,
(Szh]lz, N ,(5,,,1 PN (5352]’1}12]1; N y;‘lizyn,l,énén,l e (5352]1}!1}4;]14 N V;:,lﬂnr
C1hC2, ceey 5,,_1 e 55(54(53C1)h(€2]l3)]l1}!5 e F;:_zﬂn—lr y)

Chn = (view(n =1, {51} UX),P(sns)_q...50,h),view(n —1,{s,} UX),
d(susy_q5n—2...s5451,h),view(n —1,{c} UX),p(sus_ ... sisy:,h))
= (51hy1, o Onlp_1 ... 0403h U3y - . Pu—1Hyy, OnOp—1 ... 0301 hp PS4 - Hyy 1 Hns

(52]/1]42, RPN ,(5,,,1 cen 53(52}1]12]«!; RPN ;4;72;1,1,1,(5”5,1,1 “es (53521’1]11]1;]14 AP y;_lyn,
C1hC2, ceey 611—1 cee 5554(53C1)h(€2]/l3)]/lz;l5 cee ﬂ:_zl/‘n—lr én cee 54(53C1)

h(caps)ips - 13 )

if Eve distinguishes B, and C,, in polynomial time, in particular, she distinguishes y
and ¢(sys’_; ...s55;(s3c), h) (given view(n — 1, {c} U X)). Let

((view(n —2,{cs3,84,55, .. .,sn,l,sn}),y)
be an instance of A, _», D,;_7:

A,r = ((view(n —2,{s3¢,54,55,... ,sn_l,sn}),y>
= ((15361)11(02#3)/ Oghpiy, ..., Ouhpin, 64(03c1)h(copa)uy - - -, 0n(d3c1)h(c2ps) iy,
(55(54((5301)]’!((?2]13)‘111]45, e ,(5,1(5",1 N (54(53]’1‘113]42 e Vitfly”’y)

D,_, = (view(n —2,{53¢,54,55,. .. ,Sn—1,5n}), P(snS’_1 ...555; (530),h)>
= ((53c1)h(cz;43),(54hy4, cov s Ouhpin, 04(83c1)h(cops) g - - -, On(d3c1 ) h(copz) iy,
0504 (83c1)h(cop3)uips, - - - Ondp—1 . .. O504Mpapts . .. 1y pn, Onbp—1 -..04(d3¢1)
h(eaps)iy - - VZAVH)

since Eve can distinguish y and ¢(s,s],_; ...ss5s;(s3¢), h) given view(n — 1, {c} U X),
then in particular she distinguishes y and ¢(sy;s,—1...s;(s3c), h) given view(n —
2,{s3¢,54,85,---,8q-1,5n}) C view(n —1,{c} U X), and this means A, _» % D;,_»,
but this contradicts our hypothesis.

Ay~ Dy = C,, ~ Dy.
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Suppose towards the sake of contradiction that an adversary Eve distinguishes C;
and D,,. We produce and instance of C, 4 D,, for Eve
C, = (Uiew(n =1, {51} UX),p(sus)_q...50,h),view(n —1,{s,} UX),
P(sush_15n—2...5351,h),view(n —1,{c} UX),p(sus;_4 .- .sZsy,h))
= (51’1#1, coerOnOp—1...0403hpspy . . Un—1Py, Ondn—1 ... 0301 hp s pa - 1y qpin,
(52]’[]42, ey (57,71 e (53(52h]12]4§ e ‘14272]1",1, 57151171 N (53(52]’[]41]1;]44 e ‘11:;71]/[",
cihey, ..., 0y-16p—2 ... 03c1heops ...y opn—1,6n0n—1 ... 0ab3c1hCopzpy - .. #n—mn)

D, = (view(n =1, {51} UX),P(sus)_q...50,h),view(n —1,{s,} UX),
P(sush_1Sn—2...s351,h),view(n —1,{s351} UX),p(susy_q .- 5153s§sl,h))

= <§1hy1, . ,(5,1(5,,,1 oo 0403y iy o U1ty Ondn—1 ... 0301 PS YA - . s

Sl .. . 030hpo iy o Hn—1,0n0n—1 ... O30 Uy - T
5251’1141142,.- Ou—10p—2...03(8200 ) h(pap)us - .- s _otn—1,0n0n—1...03(8201)

h(pps)us - ,unfl}ln)

as in the first case, if Eve distinguishes A, and By, then in particular, she distinguishes
001 hpyp; from cihey (given d1hpy and dhpy ), which means that she distinguishes

Ay = <vzew (2, {51,52}) )
= <5 huq, 62hpa, y >

D, = <vzew2 {s1,52}), (stlrh))
= (5lhy1,5zh;tz,5z51hﬂlﬂz)

which contradicts our hypothesis.
O

So in the Initial Key Agreement the n-users underlying decisional problem is as hard
as the 2-users decisional problem. This is also true in the Auxiliary Key Agreement. We can
say the protocol provides forward and backward security, i.e. any former or future users
cannot distinguish future or past distributed keys, as it is shown in the following result.

Corollary 1. The AKA provides forward and backward security.

Proof of Corollary 1. Let Eve be a powerful adversary, that knows all the information of a
past user or a future user. She would know a subset of view(k, ), where k is the number of
current users, and ¢ the secret keys.

In the first case, when the members of the group stay the same, note that the key
update adds a new secret key (and we consider it as a new user). Then we substitute n with
k=n+1, ¢(sjsu—1...5;535551,h) (or ¢(sps’_;...s355s1,h)) with ¢(scs5is,—1...535551, 1)
(resp. p(5c"sush_q ... 535551, h)) if n is even (if n is odd), and X with e = {s1,5),...,5.-1,5¢,
Sci1,---,Sn_1,5n,5.} in Theorem 1. It follows that

Ap = (view(k, s),y), for y € R randomly chosen.

(Uiew(k, €), P(ScSy5n—1- - - 535551, h)), if k is odd.
Dy =
(view(k,z—:),gb(s}"‘sns;’;1 ...535351, h))), if k is even.

and it still verifies that if Ay ~ D5, then Ay ~ Dy.
When a user leaves, the key update also adds a new secret key, so we replace n with
k = n + 1 (the user left, but we suppose that Eve had access to the communications before
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that happened, and that private key is still part of the common secret key). The rest is the
same, so we get again the first case, and the AKA benefits form the same security benefits
in this case.

When a new users joins the group, we need to replace k = n + 2 (the new secret key and
the key update), ¢(sj;s, 1. ..5;535551, 1) (OF P(susy,_; ... 535551, h)) with (s}, 15c555,1 - -
35551, 1) (resp. ¢(sy415¢"SnS)_q ... S35551, 1)) if n is even (resp. if n is odd), and X with
€=1{51,82,---,51-1,51,5141, 5.} in Theorem 1. It follows that

Ap = (view(k, s),y), for y € R randomly chosen.

(view(k,s), PS5, 15¢S3Sn—1- - 535551, h)), if k is even.
Dy =
(view(k,e),(,IJ(s,,JrlsNC*sns:i1 ...535551, h))), if k is odd.

and it still verifies that if Ay ~ Dy, then Ay ~ Dy, so the Auxiliary Key Agreement benefits
from the same security properties. [

Note that we could also consider Dy, as

(view(k,e),gb(sNC, Kp))>, if k is odd.
Dy =
(view(k, €), (/)(SNC*,KP))), if k is even.

where K, would be the former key, when the number of users stay the same or someone
left, and

(view(k, €),P(s;15¢ Kp))) , if k is even.

Dy = N
(Uiew(k, €), 4>(sn+1sc*,Kp))), if k is odd.

when a new user joins the group.

Also note that in the key refresh, we consider k = n 4 1 in the first two cases,
but the set of secret keys are {s1,52,...,5:-1,5 Sc,Sc+1,---,51—1,5n} when n is odd, and
{s1,52,-++,5¢-1,5¢5%,5¢+1,---,5:} when n is even, i.e. the number of stored keys stay the
same, and the private key of the user U, is s;s. or §.s depending on whether the number
of users is even or odd. Finally when k = n + 2, the set of secret keys has just one new
key, from the new user U, 1, so itis {s1,82,...,5:-1,5¢ S¢,Sc+1, -+ +,Sn—1,5n,Sp+1} when n
isodd, and {s1,s2,...,5:-1,5¢5%,5c4+1,- - - ,Sn,Sp11} Whenever n is even.

3. Discussion

In [8], Steiner et al. showed that Diffie-Hellman classical key exchange could be
extended to a group of users. Many authors have studied similar Diffie-Hellman protocols
until Maze et al. in [2] introduced a protocol in a more general setting as is the case of the
action of a commutative semigroup over any set, extending all previous cases, and this
was extended to a group of users in [9]. In this paper, we have shown a general result,
concerning not only the number of users involved, but also a more general setting, as is the
case of a noncommutative ring. The commutativity condition which is fundamental in [9]
is substituted by a setting where non-commutativity is somehow controlled by a relation,
in this case, given by a cocycle. In Proposition 1 we extend the protocols introduced in [3]
and [11] for two users to a finite set of users and for every cocycle. Later, in Theorem 1, we
prove that the security of this new protocol does not depend on the number of users, i.e.,
there is no information leakage even in this case where the amount of public information is
noticeably greater.



Mathematics 2022, 10, 2845 16 of 16

Author Contributions: Conceptualization, investigation, writing original draft preparation, writing
review and editing, supervision, M.D.G.O., J.A.L.R. and B.T.J.; funding acquisition, B.T.J. All authors
have read and agreed to the published version of the manuscript.

Funding: This research was funded by Ministerio de Economia, Industria y Competitividad grant
number MTM2017-86987-P; Junta de Andalucia grant number PY20-00770; and European Union-
Junta de Andalucia-Universidad de Almeria grant number FEDER- UAL18-FQM-B042-A.

Institutional Review Board Statement: Not aplicable.
Informed Consent Statement: Not aplicable.
Data Availability Statement: Not aplicable.

Conflicts of Interest: The authors declare no conflict of interest.

Abbreviations

The following abbreviations are used in this manuscript:

DLP  Discrete Logarithm Problem
SAP  Semigroup Action Problem
Dpr Decomposition Problem
IKA  Initial Key Agreement

AKA  Auxiliary Key Agreement

References

1. Diffie, W.; Hellman, M. New Directions in Cryptography. IEEE Trans. Inf. Theory 1976, 6, 644-654. [CrossRef]

2. Maze, G.; Monico, C.; Rosenthal, J. Public key cryptography based on semigroup actions. Adv. Math. Commun. 2007, 1, 489-507.
[CrossRef]

3. Goémez Olvera, M.D.; L6pez Ramos, J.A.; Torrecillas Jover, B. Public Key Protocols over Twisted Dihedral Group Rings. Symmetry
2019, 11, 1019. [CrossRef]

4.  Eftekhari, M. A Diffie-Hellman key exchange protocol using matrices over group rings. Groups Complex. Cryptol. 2012, 4, 167-176.
[CrossRef]

5. Gupta I; Pandey A.; Kant Dubey, U. A Key Exchange Protocol using Matrices over Group Rings. Asian-Eur. . Math. 2018,
5,1950075. [CrossRef]

6. Habeeb, M.; Kahrobaei, D.; Koupparis, C.; Shpilrain, V. Public key exchange using semidirect product of (semi)groups. In
Applied Cryptography and Network Security; ACNS 2013. Lecture Notes Comp. Sc.; Jacobson, M., Locasto, M. Mohasesel, P.,
Safavi-Naini, R., Eds.; Springer: Berlin/Heidelberg, Germany, 2013; Volume 7954, pp. 475-486.

7. Kahrobaei, D.; Koupparis, C.; Shpilrain, V. Public key exchange using matrices over group rings. Groups Complex. Cryptol. 2013, 5,
97-115. [CrossRef]

8.  Steiner, M.; Tsudik, G.; Waidner, M. Key Agreement in Dynamic Peer Groups. IEEE Trans. Parallel Distrib. Syst. 2000, 11, 769-780.
[CrossRef]

9.  Lépez Ramos, ].A.; Rosenthal, J.; Schipani, D.; Schnyder, R. Group key management based on semigroup actions. J. Algebra Appl.
2017, 16, 1750148. [CrossRef]

10. Rotman, J.J. An Introduction to the Theory of Groups; Springer: New York, NY, USA, 1999; 68p.

11.  De la Cruz, J.; Villanueva-Polanco, R. Public Key Cryptography based on Twisted Dihedral Group Algebras. Adv. Math. Commun.
2021; doi: 10.3934/amc.2022031. [CrossRef]

12.  Lopez-Ramos, J.A.; Rosenthal, J.; Schipani, D.; Schnyder, R. An application of group theory in confidential network communica-
tions. Math. Meth. Apply. Sci. 2018, 41, 2294-2298. [CrossRef]

13.  Steiner, M.; Tsudik, G.; Waidner, M. Diffie-Hellman key distribution extended to group communication. In Proceedings of the 3rd
ACM Conference on Computer and Communications Security, New Delhi, India, 14-15 March 1996; ACM: New York, NY, USA,
1996; pp. 31-37.

14. Barak, B. Computational Indistinguishability, Pseudorandom Generators; Lecture Notes; Princeton University: Princeton, NJ,

USA, 2007.


http://doi.org/10.1109/TIT.1976.1055638
http://dx.doi.org/10.3934/amc.2007.1.489
http://dx.doi.org/10.3390/sym11081019
http://dx.doi.org/10.1515/gcc-2012-0001
http://dx.doi.org/10.1142/S179355711950075X
http://dx.doi.org/10.1515/gcc-2013-0007
http://dx.doi.org/10.1109/71.877936
http://dx.doi.org/10.1142/S0219498817501481
http://dx.doi.org/10.3934/amc.2022031
http://dx.doi.org/10.1002/mma.4244

	Introduction
	Results
	Algebraic Setting
	Key Management over Twisted Group Rings
	Security of the Group Key Management

	Discussion
	References

