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Abstract

In recent years, there has been a growing interest in the potential of quan-
tum computing for enhancing the security and efficiency of blockchain
technology. While quantum blockchain protocols offer improved secu-
rity over their classical counterparts, implementing such protocols on
present-day quantum computers poses difficulties due to the limited
number of qubits and quantum gates and the significant effects of
noise. In this paper, we propose a set of improvements for implement-
ing a quantum blockchain protocol based on hypergraphs that aim to
reduce the required resources and operations and increase noise toler-
ance. Specifically, we focus on enhancing the state-of-the-art quantum
circuits that underpin the quantum blockchain by optimizing the so-
called T-count and T-depth, which represent the number of quantum
gates and the circuit depth, respectively. Our proposed implemen-
tations also leverage proven error detection and correction codes to
improve noise tolerance. To evaluate the effectiveness of our proposed
improvements, we tested them on real quantum devices. Our results
demonstrate a significant reduction in the T-count and T-depth. Over-
all, our proposed improvements provide a promising direction for the
practical implementation of quantum blockchain protocols on current
quantum computers and lay a foundation for further research in this area.

Keywords: Quantum blockchain, Hypergraph states, Quantum circuit,
Quantum Computing, Blockchain
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1 Introduction

Quantum computing [1] and blockchain [2] are two disruptive technologies that
are currently receiving a great deal of interest from the scientific community [3—
6]. Although there is a great deal of literature on both topics, many works tend
to concentrate on the potential risks that quantum computing could pose to
the blockchain and cryptography as a whole [7-9]. The widespread approach
is to talk about a blockchain aimed at resisting attacks carried out by exploit-
ing the potential of quantum computing. As a rule, the goal is to avoid any
cryptography that can be broken by Shor’s quantum algorithm, allowing fac-
toring numbers in polynomial time [10]. But Shor’s algorithm is not the only
threat from quantum computing. For instance, Grover’s algorithm can also be
used for more efficient attacks [11]. It is only a matter of time before a quan-
tum computer is built with sufficient resources to put current cryptography in
check [12].

However, as is usual in these cases, there are researchers who look for
opportunities even in the face of the greatest threats. A growing and interesting
variety of works in the literature do not treat quantum computing as a danger
to the blockchain but as a potential source of advantages [13-16]. Such works
try to build a quantum blockchain that benefits from the special features
of quantum mechanics to achieve faster, cheaper, greener, and more secure
results [17]. These benefits are especially useful when the blockchain faces
scalability and efficiency issues [18].

The limitations of current quantum computers are the main obstacles to
the aforementioned collaboration between quantum computing and blockchain.
First, current quantum devices, commonly called Noisy Intermediate-Scale
Quantum (NISQ) devices, are limited in resources [19]. With honorable excep-
tions, such devices typically do not exceed 100 qubits, which is insufficient
for the largest problems. Secondly, these NISQ devices are heavily affected by
internal and external noise [19]. Quantum circuits must consider the effects of
noise, or else they will be unusable [20]. There are other problems that arise
from these two, such as the strong need to adapt circuits to the topology of
each quantum device [21], or to use only a subset of the infinite existing quan-
tum gates if a given device requires so [22]. Nevertheless, such NISQ devices
can already be successfully used to build interesting applications [23-25].

There is intense research to improve the hardware of quantum computers
and achieve ever larger and more stable devices [19, 20]. In the meantime, any
quantum algorithm must try to optimize resources and implement some noise
tolerance. The quantum T gate is closely related to both concepts. First, it is
part of the Clifford4+T group, well known for (among other reasons) allowing
the use of error detection and correction codes [20, 26]. Second, because its
cost is up to 100 times the cost of other gates [26], reducing the number of
T gates can greatly reduce the cost of a circuit. For these reasons, reducing
the number of T gates to reduce costs and studying possible implementations
based on Clifford+T gates are the central topics of this work.
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This paper focuses on optimizing the implementation of currently available
blockchain protocols for quantum computing based on hypergraphs in terms
of T gates. The choice of why this type of quantum blockchain — based on
hypergraphs — and not another is explained in a later section, as some concepts
need to be introduced to justify this choice. The contribution is therefore
related to improvements in the implementation of the protocols, and not in the
other aspects of the protocols. We consider this topic vital in order to scale the
protocols available in the literature to larger sizes on the available quantum
devices.

The most important contributions of this paper are the following:

® [t reviews state-of-the-art quantum blockchain construction protocols.

® [t enhances the state-of-the-art quantum circuits that underpin the quan-
tum blockchain and reduces the necessary resources. Specifically, significant
reductions were achieved in both the so-called T-count and T-depth.

¢ [t studies and proposes implementations using exclusively Clifford+T gates,
thus allowing the resulting circuits to benefit from existing error detection
and correction codes.

The rest of this paper is structured as follows. Section 2 provides an
overview of the necessary background on blockchain and quantum computing
that is essential to understand the work presented in this paper. In Section 3,
we summarize the blockchain protocol used as a basis for this work. Build-
ing on this, in Section 4, we propose novel approaches to further optimize
the implementation of the selected protocol in terms of T-count and T-depth
while also exploring implementations based on Clifford+T gates. The results
achieved through these improvements are presented and compared with the
original implementations in Section 5. Finally, in Section 6, we present our
concluding remarks and highlight potential avenues for future research in the
field of quantum blockchain.

2 Background

This section will introduce some concepts that are necessary to understand
the proposed implementations. First, we introduce the basic structure of
blockchain. Secondly, an introduction to quantum circuits and their associated
metrics is given. Next, an important algorithm from the literature is briefly
introduced, allowing us to obtain a quantum circuit built exclusively using
Clifford+T gates equivalent to any unitary gate (under certain assumptions).
This algorithm obtains the equivalent in Clifford+T gates of some operations
in our blockchain. Finally, the concept of a quantum hypergraph is explained
since the implementation is based on the idea of a quantum hypergraph.

2.1 Blockchain fundamentals

The classical blockchain finds its foundation in key concepts introduced in a
variety of influential works [27-29]. Notably, one of the earliest and most widely
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Fig. 1: The simplified Bitcoin blockchain data structure. The newly created
block also contains a cryptographic hash of the previous block. As new blocks
are added to the chain, the blockchain continues to grow in a continuous man-
ner.

recognized implementations of a blockchain — Bitcoin [30] — is a distributed
ledger that allows multiple parties to securely record, verify, and maintain a
permanent and tamper-proof record of transactions without the control of a
centralized authority. The ledger consists of a chain of blocks linked in chrono-
logical order using cryptographic hash functions. Each block contains data
(usually a set of transactions) that have been verified and added to the chain
by network participants (nodes). The simplified blockchain ledger is depicted
in Fig. 1 using Bitcoin as an example.

The process of generating blocks on the blockchain is determined by a
consensus mechanism that ensures agreement among network participants and
facilitates the right to validate transactions and add them to the ledger. A wide
range of blockchain consensus mechanisms have been designed with different
concepts and properties (e.g., Prof-of-Work, Proof-of-Stake, etc.), and their
selection depends on the blockchain system’s purposes [31]. Typically, a node
or peer is chosen to propose a block to the network using a specific method,
such as voting or solving a computationally demanding cryptographic puzzle.
Afterward, other nodes within the network must verify the proposed block
to confirm its correctness and coherence with the current ledger. After the
validating nodes reach a consensus, the block is appended to the chain and
the local versions of all participants.

2.2 Quantum circuits and metrics

A quantum circuit consists of qubits and quantum gates that operate on the
state of such qubits. Certain analogies can be drawn between classical and
quantum circuits. In fact, for any classical circuit, an equivalent quantum
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circuit can be found [20]. However, there are important differences between
the two types of circuits. The most obvious one is that classical circuits work
on bits and quantum circuits on qubits. The bit can be worth 0 or 1, and
the qubit has infinite possible values. Other differences include that quantum
circuits do not allow feedback, must be reversible, and do not allow fan-in or
fan-out [20, 32].

A common problem with quantum circuits is the difficulty in quantifying
their degree of optimization. Given two quantum circuits, which one is better?
Mohammadi et al. [33] established a metrics framework for measuring quantum
circuits. They defined four important aspects: quantum cost, delay, number
of qubits, and garbage qubits. These metrics allow a circuit to be accurately
evaluated and compared and are widely used in the literature [34-36].

However, the four metrics described by Mohammadi et al. focus on describ-
ing the circuits and do not address a fundamental problem — noise. Noise is
possibly the main problem quantum computers face nowadays [37, 38]. Any
quantum circuit running on an NISQ device will suffer from noise and its
results will be altered as a consequence. Medium to large circuits holds lit-
tle to no value without a noise protection mechanism. A common approach
in the literature is to build circuits using only Clifford+T gates [26, 39, 40].
This universal group (any quantum circuit can be approximated using only
gates of this type) allows circuits to be compatible with proven error detection
and correction codes [20]. Using such codes allows us to detect both ampli-
tude and phase errors, making them a very useful tool to counteract the effects
of noise [41]. Unfortunately, their use is only compatible with circuits built
exclusively with transverse gates. Of the universal set of gates, the Clifford+T
group meets this characteristic.

However, using the Clifford+T gate involves a new problem: the cost of the
T gate. The cost of this gate is higher than the rest of the gates, making the
cost of the others practically negligible [26]. Therefore, when this gate is used,
circuits are usually measured not using quantum cost or delay but using two
adaptations of such metrics called T-count and T-depth. T-count is the number
of T-gates a circuit has, and T-depth is the number of T-gates the circuit has
in its critical path [42]. For the sake of clarity, it should be mentioned that
the T-gate is a core member of the Clifford+T group. Without this gate, the
group would cease to be universal; thus, it cannot be easily replaced.

Reducing the number of T-gates (to reduce the T-count) is essential to
prevent a circuit from reaching prohibitive costs. Also, to allow the use of error
detection and correction codes, it is very useful to build circuits using only
gates from the Clifford+T group [43, 44]. For these reasons, the objectives of
this work are focused on achieving implementations with a reduced T-count,
as well as trying to use only gates belonging to the Clifford+T group.
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2.3 Approximation of unitaries operations by Clifford+T
gates

Although the Clifford+T group is universal and can approximate any possi-
ble circuit, transforming an arbitrary circuit to an equivalent one using only
Clifford+T gates is not trivial. This transformation is of great interest to the
scientific community, and a wide variety of related works can be found in the
literature [45-50]. In this paper, it is only required to obtain a Clifford+T cir-
cuit that implements the equivalent of a U; gate [20]. The U; gate is a diagonal
gate which perform a (single) qubit rotation only around the Z axis [51]. To
obtain the equivalent of an arbitrary U; gate in terms of Clifford+T gates is
also not trivial, but it reduces the problem.

In 2015, Kliuchnikov et al. [45] proposed an algorithm to find the optimal
implementation regarding the T-count of single-qubit unitaries using Clif-
ford+T gates. Their algorithm outperformed (again, in terms of T-count)
previous works in the literature. Since then, other works have been published
that improve the implementation or some specific aspects of this algorithm [52—
54]. However, none of them improves the obtained results by their algorithm
in terms of T-count for the U; gate case. In addition, Kliuchnikov et al. freely
offer software that automatically obtains such implementations. Therefore, in
our work, the algorithm of Kliuchnikov et al. is used to obtain the equivalent
circuits.

2.4 Definition of quantum hypergraph

A hypergraph is a special version of a graph. In a normal graph, an edge
always connects two nodes. In a hypergraph, an edge can join two or more
nodes. Such edges are usually called hyperedges to differentiate them from the
classic edges that only join two nodes. A quantum hypergraph is the quantum
version of a hypergraph, which can be defined as a set of highly entangled
multipartite quantum qubits [55]. Therefore, in a quantum hypergraph, nodes
correspond to quantum states, and (hyper)edges imply connections between
such states. The way to represent the edges is by the entanglement of the
qubits involved [56, 57].

An example of a hypergraph and its quantum equivalent is shown in Fig. 2.
Controlled-Z quantum gates have been used to entangle the qubits correspond-
ing to each edge (the implementation of the Controlled-Z gate is discussed in
the next section). At the start of the circuit, the qubits must be in a |+)-
superposition state. The resulting quantum state of the circuit shown in Fig. 2
will then be:

V) = Clas5)Z2Cl15.6)2Ch1 232 +)®°

The notion of hypergraph can be extended to that of a weighted hypergraph

by assigning each edge a weight [55]. In quantum terms, a weighted hypergraph



Springer Nature 2021 BTEX template

Implementation of quantum blockchain based on hypergraphs 7

5

6 —&——

Fig. 2: Example of a hypergraph with six nodes, three hyperedges, and its
associated quantum circuit. All qubits are assumed to be initially in the state
+)

state [58, 59] can be defined as:

o) = 1 Z eimf (@) |z)

z€(0,1)N

where N is the number of edges, |x) the computational basis and f(z) €
{0, 1} [60].

2.5 State-of-the-art in quantum blockchain construction

The construction of a quantum blockchain is a relatively new topic [18]. How-
ever, several works in the literature address the implementation of a blockchain
in a quantum network. In 2019, Rajan and Visser [61] proposed a quantum
blockchain design based on the use of temporal GHZ states, being the first
work of its kind to include a realistic analysis. However, despite its great con-
ceptual contribution, this work is purely theoretical. It does not propose any
implementation or designs of any kind that would allow the construction of
prototypes in real quantum devices or simulators.

In the same year, Li et al. [62] extended Rajan and Visser’s work by includ-
ing important improvements in terms of security and efficiency. This article
discusses the benefits and problems of building a quantum blockchain frame-
work and even provides a complete conceptual algorithm of the necessary steps
for its construction. But similar to the previous work, it does not address its
implementation in quantum computers.

Other work focuses on specific aspects of building a quantum blockchain,
often focusing on the quantum realization of one or more parts of a classi-
cal blockchain. Edwards et al. conducted a comprehensive review of all these
articles published to date in 2020 and classified them into different categories
depending on the part they studied (e.g., articles that propose or optimize
a consensus) [18]. But once again, these works operate theoretically without
going down to the level of implementations, or at least not in a complete
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way that allows the ideas provided to be reproduced within a fully functional
protocol.

In 2020, Banerjee et al. [63] presented a protocol based on using quan-
tum hypergraphs as substitutes for hash functions in a quantum environment.
One of the biggest advantages of this protocol is its block optimization: only
one qubit is dedicated to each block. And what is much more important: they
propose an implementation for their protocol. Moreover, the proposed imple-
mentation is almost exclusively composed by gates from the Clifford+T group.
Only one non-Clifford+T rotation gate is used per block. However, it is an
incomplete protocol that does not meet all the needs of a blockchain. For
instance, the proposed consensus has no real validity since only the first peer
can send useful information.

In 2022 Li et al. [13] extended the proposal of Banerjee et al. by incorporat-
ing a Quantum Delegated Proof-of-Stake (QDPoS) consensus mechanism. Li et
al. proposes significant conceptual improvements over the scheme of Banerjee
et al. In addition, an implementation for the presented protocol is also proposed
in their work. In fact, they use the implementation proposed by Banerjee et
al. They also offer a second (own) implementation based on weighted graphs.
However, this second implementation requires a larger number of gates that do
not belong to the Clifford+T group than the one proposed by Banerjee et al.

Also in 2022, Nilesh and Panigraphi [16] presented a complete protocol
with detailed definitions for the different phases of the protocol: transaction,
verification, consensus, and block linking. As far as the authors are aware, this
is the most complete protocol available today, improving on the others (which
are still prototypical) in practically all aspects. However, precisely because
of its completeness, it is not feasible on current quantum devices. But it is
nonetheless the best quantum protocol currently available in the literature.

Among the works studied, two stand out with prototype-level implemen-
tations feasible in current quantum devices: the protocols of Banerjee et al.
and Li et al. Our work builds upon the advancements made by Banerjee et
al. by enhancing their circuits, thereby reducing the resources and operations
required for constructing a quantum blockchain—a crucial consideration given
the present state of quantum computing. It is important to emphasize that our
focus lies solely on improving the implementation and not the protocol itself.
Considering our objective of exploring the minimum cost for implementing a
quantum protocol on currently available or near-term quantum devices, we
chose the Banerjee et al. implementation over Li et al.’s. The former requires
fewer conversions of non-Clifford+T gates, as discussed in Subsections 2.3 and
2.4. Nevertheless, we want to highlight the significance of Li et al.’s work
and the notable advancements it offers, particularly in aspects like security
and consensus. Although we use the Banerjee et al. protocol as the basis for
our implementation in this paper, it is crucial to recognize that the proposed
improvements are also applicable to the implementation of Li et al.’s protocol.
In fact, we highly recommend adopting the Li et al. protocol, combining its
comprehensive features with our proposed improvements.
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3 Protocol to make quantum blockchains

This section summarizes the key points of the protocol presented by Banerjee
et al. [63]. We highlight the most important points of the protocol for two
reasons: first, we want to make it clear that the credit for the protocol goes
to Banerjee et al. We have only identified it as the protocol with the most
optimized implementation in terms of cost. Second, since our contribution is
to improve the implementation of the protocol, it is necessary to know the
protocol in order to make a proper comparison.

3.1 Definition of the protocol

The protocol proposed by Banerjee et al. [63] works with weighted hypergraph
states and uses the weights to encode the information in the hypergraph state.
The protocol consists of the following phases:

1. Encoding the information of the blocks: the information is a classical binary
string with a decimal equivalent p. The peer who made the block initializes
his qubit as ¢ = |+) and introduces p as:

0 =500 1+ = 5 (5 ) 19

being 6, € (0, 5) a function only known by the peer who creates the block.
In this way, |11) contains the information corresponding to a classical block.

2. Consensus: the protocol of Banerjee et al. requires that 0 < 6,, < § and
> i 0p, < T, Vi (being i the number of blocks). The proposed consensus
implies that the peers agree to form their blocks in such a way that the
relative phase 6, of each qubit i (belonging to peer %) is described as 6, =
ﬁﬁpl. Therefore, it is necessary for the first peer to broadcast its 6, to
all other peers. It is trivial to check that the first condition, 0 < 0,, < 7,
is always satisfied. Regarding the second condition, ), 6,, < 7, note that
the series > <, #_1)91,1 converges to 20, . To ensure that the condition is
satisfied, it is important that the first peer initializes its qubit to a value
less than 7.

3. Formation of the quantum blockchain: the chain of N blocks is replaced
by a hypergraph of N qubits, where each qubit encodes the information
as it has been explained. Once a qubit contains the information, the peer
sends a copy of the state to the rest of the peers. This is possible since the
peer knows exactly the state of the qubit. Each peer verifies the conditions
(see Consensus) and adds the qubit to their local copy of the chain using
controlled-Z gates (creating a N-qubit weighted hypergraph).

4. Verification of the blocks: the peer who creates the m-th block prepares his

qubit as

[0) + e |1)

|1/}m> = \@
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Here, 0, = (ﬁ)ﬂpl. The peers that receive a copy of this qubit can

. . . |0y +etPm |2) .
measure it using the basis |¢,,) = s If the result is 0, they abort

the addition of this qubit in their local copy, and the peer is marked as
untrustworthy.

3.2 Implementation of the protocol

Banerjee et al. [63] presented two real implementations with two and three
blocks, respectively. Both implementations are reproduced in Fig. 3. In both
cases, the phase of the first block is set to 6, = T, and the following added
phases will be 8, = 5-70,,. The left side of Fig. 3 shows the blockchain for the
two-block case. It can be seen how the two qubits are placed in a superposition.
The first qubit introduces the 6,, phase. Then, the second block (with phase
0p, = 7g) is then added, and both qubits are entangled using the Controlled-Z
gate.

The same process is repeated in the 3-qubit version (right-hand side
of Fig. 3). Subsequently, a third block with phase 6,, = 5 is introduced.
However, a Controlled-Z gate with two control qubits would be needed to
entangle the three qubits. Banerjee et al. implemented their circuits on the
quantum computers available on the IBM Quantum platform. A version of
the Controlled-Z gate with more than one control qubit is unavailable on such
computers. In fact, it is hard to find a version with more than one control
qubit for such a gate in any quantum device. However, the operation can be
performed using a Toffoli gate acting on an auxiliary qubit and using that
qubit as a control one in a Controlled-Z gate that (now) acts on the target
qubit [20]. Although valid, the operation involves the use of an extra qubit.
The machine used by Banerjee et al. to build and test the circuits was ibmqz2,
which has a total of only 5 qubits. This is why even a single extra qubit for

such an operation can be costly.

| L | U _ L | U
qo H n/é I q: H n/312 Z

U

(a) 2-blockchain circuit (b) 3-blockchain circuit

Fig. 3: Circuits for quantum blockchain proposed by Banerjee et al. [63].

Once the three qubits are entangled, a new Toffoli gate is applied on the
auxiliary qubit to reset the auxiliary qubit and avoid garbage outputs, a highly
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recommended technique to free up the few available resources of quantum
devices [64].

Banerjee et al. only implement these two blockchains but give the algorithm
to build a blockchain for any block size. In this particular example, phase
Oy, = 21%10,)1 should be introduced for the next blocks, and then Controlled-Z
gates are used to entangle the qubits. The number of control qubits of such
gates will depend on the number of blocks. For N blocks, (N — 1) Controlled-
7 gates are needed, increasing their number of control qubits from 1 to N — 1.
Using the construction of the Controlled-Z gate based on Toffoli gates and
auxiliary qubits requires adding, for each control qubit (except the first one),
an ancilla qubit [65]. Therefore, for any blockchain of N blocks, N qubits will
be required for the blocks, and N — 2 ancilla qubits to perform the operations
related to the entanglement. Also, 2(N — 2) Toffoli gates and N —1 Controlled-
Z gates (of one control qubit) are required. Trivially, it can be stated that N
Hadamard gates and N U; gates are also required.

3.3 Limitations

The Banerjee et al. protocol offers a qubit-optimized implementation based
on hypergraphs that allows prototypes to be implemented on even the small-
est quantum devices. This is an advantage over other protocols in that it
allows for tangible testing and is not limited to the purely theoretical. How-
ever, the Banerjee et al. protocol is an incomplete protocol that provides basic
notions on the construction of a quantum blockchain but leaves several ques-
tions unaddressed compared to the (theoretical/conceptual) work of Nilesh
and Panigraphi [16]:

e No clear way to identify whether the first message is valid or invalid is
provided.

® No mechanism is indicated to resolve cases where two or more peers send
their block at the same time.

e The indicated security proofs have no applicability in the offered imple-
mentation, or at least their applicability has not been developed in the
paper.

e The proposed consensus is based on maintaining a difference in the relative
phase of consecutive blocks. This only allows the first peer to send useful
information. According to the consensus, the other peers have to send a
qubit (a block) containing the agreed phase difference, which prevents them
from including their own information. Otherwise, the agreed phase difference
would no longer be maintained and it would not be possible to retrieve the
information or check its integrity according to the mechanisms provided in
the paper.

Despite these shortcomings, the hypergraph-based implementation is fully
functional and remains the most optimized in terms of cubits. In this sense,
the aforementioned work by Li et al. [13] uses this same implementation
but offers a consensus with real utility and addresses some of the problems



Springer Nature 2021 BTEX template

12 Implementation of quantum blockchain based on hypergraphs
Qo —| H [
g1 —|H [
g2 | H [

Fig. 4: Proposed implementation of a 3-blockchain circuit. It halves the T-
count of the original circuit (Fig. 3 (b)) and also reduces the number of ancilla
qubits.

of the protocol by Banerjee et al. This demonstrates the usefulness of this
implementation regardless of the limitations of the protocol as the proposed
improvements in implementation also apply to the protocol of Li et al. There-
fore, we consider this implementation useful to advance the construction of
quantum blockchains.

4 Proposed improvements for implementation

An optimized implementation in terms of qubits and T-count is presented in
this section. In addition, the way to obtain circuits built exclusively using
Clifford+T group gates is also addressed.

4.1 T-count optimized design

The first proposed improvement to the Banerjee et al. implementations is
implementing a Controlled-Z gate of two control qubits using one Toffoli gate
and two Hadamard gates. By using the well-known identity HXH = Z [20]
and controlling the X operation by a Toffoli gate, one auxiliary qubit can be
saved. The 3-blockchain circuit can then be implemented as shown in Fig. 4. In
addition to reducing the number of needed qubits by one, this operation also
halves the T-count and T-depth as it allows us to reduce the number of Toffoli
gates needed (a second one is not required to uncompute the garbage output).
Although the improvement is simple at first glance, it allows the application
of the problem to be extended to up to four blocks within a 5-qubit quantum
computer like ibmqz2. On the other hand, the Hadamard gate has a markedly
lower cost than the T gate [66, 67], so the extra Hadamard gates needed to be
able to halve the T-count imply a lower cost than the presence of the T-gates.

This improvement is not limited to the 3-block case, but can be extended
to all other sizes. However, it is still necessary to build extended versions of
the Toffoli/ Controlled-Z gate for the following qubits. Nevertheless, the con-
struction used to build the N-qubits Controlled-Z gate can be optimized. The
Toffoli gates used in constructing these gates always act on qubits initialized to
|0). The only purpose of such qubits is to store the partial control results tem-
porarily. The second improvement is that such Toffoli gates can be replaced by
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Fig. 5: Example of a hypergraph with six nodes, three hyperedges, and its
associated quantum state. All qubits are assumed to be initially in the state
+)

U. o
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U.
a z
U
% o [7]

U
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u
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Fig. 6: Example of hypergraph with six nodes, three hyperedges, and its
associated quantum state. All qubits are assumed to be initially in the state
+)-

temporary logical-AND gates [68]. This gate requires acting on a qubit initial-
ized in the state %(|O> +e7 [1)) (a state that can be trivially set on a qubit
using Clifford+T gates, with a T-count of 1). Following the same scheme as in
the original work, N — 2 temporary logical-AND gates and a single Controlled-
Z gate are involved in constructing the equivalent of a Controlled-Z gate with
N control qubits.

Putting these two ideas together - implementing the Z gate using H and
X gates and replacing the expensive multi-qubit Toffoli gates with optimized
versions of the Temporary logical-AND gate- results in a drastic reduction of
the T-count and T-depth, as well as a reduction of one auxiliary qubit. The
number of garbage outputs remains at zero, as in the original implementation.
As examples, Figs. 5 and 6 show blockchain circuits for the case of 4 and 5
blocks, respectively.

For the sake of clarity, the steps involved in building the blockchain are
outlined in simplified form:

1. The first peer prepares its block according to the chosen consensus. In
particular, a Hadamard gate is used to put the cubit in superposition and
a U; gate is used to encode its message in the relative phase.
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2. The second peer prepares its block in a similar way to the first peer using a
Hadamard gate and a U; gate to encode its message. This qubit is entangled
with the previous one using a Controlled-Z, with the first peer’s qubit acting
as the control qubit, and the current qubit as the target one.

3. Peer i prepares its qubit like the two previous peers. Then, it is entangled
with the blocks ¢ — 1 and ¢ — 2. To perform this action, a temporary logical-
AND gate is applied using ¢ — 1 and 7 — 2 as control qubits and an ancilla
qubit (prepared in the state %(|O> +e7T |1))) as a target one. The last one
acts as a control qubit in a Controlled Z over the i qubit.

4. The last peer (if any) prepares its block. Then, a Toffoli gate is applied over
this qubit, being the two previous blocks the control qubits.

4.2 Clifford+T circuit design

Although optimized, the circuit proposed in the previous subsection is not built
exclusively with Clifford+T gates: the U; gate does not belong to such a group.
Fortunately, the work of Kliuchnikov et al. [45] can approximate any single-
qubit Z-rotation using Clifford+T gates. Furthermore, the algorithm proposed
by Kliuchnikov et al. is optimized to achieve the lowest possible T-count for
such an approximation.

The average number of T-gates needed to implement a U; gate is
3.067 1og(%) —4.322, where € is the desired approximation quality. It is trivial
to point out that higher quality means more T gate. But it is worth mention-
ing that the algorithm guarantees that this T-count is optimal for any given
quality. We will therefore use the value 3.067log(%) — 4.322 to define the T-
count of each encoding of information in a block. Since this value will depend
on the information to be encoded, it is not possible to give an exact value.

5 Results

Firstly, the results obtained by the optimised circuit will be analysed in
terms of the T-count. Secondly, the results of the obtained circuit composed
exclusively of Clifford+T group gates will be analysed.

5.1 Analysis of improvements in terms of T-counts

Of the gates used in the proposed circuit, only the Toffoli gate and the tem-
porary logical-AND gate involve the use of T-gates. The Toffoli gate has a
T-count of 7, while the temporary logical-AND gate has a T-count of 4 [68].
On the other hand, the Toffoli and temporary logical-AND gates have a T-
depth of 3 and 2, respectively [26]. The T-count and T-depth of the circuit can
be easily obtained by obtaining the number of Toffoli and temporary logical-
AND gates in the circuit. For the general case of N > 3 blocks, the proposed
circuit can be achieved as follows:
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e To prepare N qubits, one qubit per block (go, ...qv—1). Also, to prepare N —3
qubits for auxiliary tasks (ag,...ay—4). In total, 2N — 3 qubits will be
required. T gates are not used in this step.

¢ From the above qubits, to set N qubits in the frac|0) + |1)v/2 state using
N Hadamard gates (one per qubit). T gates are not used in this step.

e To set the remaining qubits in the %(\0) + e |1)) state using an H gate
and a T gate, to prepare them for later use of the temporary logical-AND
gate. This step can be done initially, or just before the application of such
gates. For simplicity, we assume here that the following are prepared initially.
Therefore, N — 3 T gates are used in this step.

® From ¢ = 1 to N, to apply a U; gate to encode the value corresponding to
the i block. Again, T gates are not used in this step.

e Apply a controlled Z-gate, where ¢q is the control qubit and ¢; is the target
one. Also, to apply a temporary logical-AND gate with ¢y and ¢; as control
qubits, and ag as the target one. 1 temporary logical-AND gate (with
a T-count of 3, deducting the one already used in step 3) is used
in this step.

® For ¢ =2 up to N — 3, to apply a controlled Z-gate, with a;_o as the control
qubit and ¢; as the target one. To apply a temporary logical-AND gate with
a;—o and g; as target qubits, and a;_; as the control qubit. N—4 temporary
logical-AND gates are involved here.

e To apply an H gate on gy_1, a Toffoli gate with qy_2 and ay_4 as control
qubits and gx_1 as target one, and another H gate on gy_;1. 1 Toffoli gate
is applied.

e Finally, for i = N—3 up to 1 to apply a uncomputation gate of the temporary
logical-AND gate with a;_» and ¢; as target qubits, and a;_; as the control
qubit. No T gates are involved in this step.

Therefore, the circuit needs 1 Toffoli gate and N — 3 temporary logical-AND
gates. It has also been shown that it requires 2N — 3 qubits.

The original circuit of Banerjee et al. requires 2N — 2 qubits for the case of
N > 2 blocks. Of the quantum gates used for its construction, only the Toffoli
gate involves T-count. Knowing that the T-count of this gate is 7 and that the
circuit consists of 2(N — 2) Toffoli gates, we can establish that it has a total
T-count of 14N — 28. The T-depth of the Toffoli gate is 3, so a blockchain of
N blocks will also have a total T-depth of 6N — 12 since no Toffoli gate can
be applied in parallel to others. On the other hand, our proposed circuit uses
1 Toffoli gate and N — 3 temporary logical-AND gates, resulting in a T-count
and T-depth of 4N — 5 and 2N — 3, respectively. Also, our proposed circuit
needs 2N — 3 qubits.

Table 1 compares T-count, T-depth, and a number of qubits between the
implementation proposed in Banerjee et al. and our proposal. The comparison
is carried out for the case of several circuits with different numbers of blocks.
Regarding qubits, our proposal only improves the original design in 1 qubit.
However, in terms of T-count, the reduction is considerable. The T-count is
halved for the smallest case, N = 3, while for the largest case, N = 10000,
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Table 1: Comparison, in terms of T-count, T-depth, and number of qubits,

between the proposed implementation and the original design of Banerjee et
al. [63].

Number of Banerjee et al. Proposal
blocks T-count | T-depth | Qubits | T-count | T-depth | Qubits
3 14 6 4 7 3 3
4 28 12 6 11 5 5
5 42 18 8 15 7 7
10 112 48 18 35 17 17
15 182 78 28 55 27 27
20 252 108 38 75 37 37
30 392 168 58 115 57 57
40 532 228 78 155 7 77
50 672 288 98 195 97 97
100 1372 588 198 395 197 197
200 2772 1188 398 795 397 397
500 6972 2988 998 1995 997 997
1000 13972 5988 1998 3995 1997 1997
10000 139972 59988 19998 39995 19997 19997

it is reduced by an even larger factor. Significant reductions in T-depth have
also been achieved, reducing the smallest case by half the original value and by
almost three times for the largest size. Table 2 shows the percentage improve-
ment of our proposal in the same cases as the previous table. It can be seen
how the percentage improvement of both metrics improves as the size of the
blockchain increases. T-count achieves an improvement of about 71% in the
larger cases shown in the table, while T-depth improves by up to 66% in such
cases. In the worst case, the smallest size, the improvement is 50% in both
metrics.

Table 2: Percentages by which the proposed design improves on the original
Banerjee et al. [63] design regarding T-count and T-depth for the indicated
block sizes.

Number of % Improvement
blocks T-count | T-depth
3 50.00 50.00
4 60.71 58.33
5 64.29 61.11
10 68.75 64.58
15 69.78 65.38
20 70.24 65.74
30 70.66 66.07
40 70.86 66.23
50 70.98 66.32
100 71.21 66.50
200 71.32 66.58
500 71.39 66.63
1000 71.41 66.65
10000 71.43 66.66
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5.2 Analysis of the Clifford+T circuit design

More difficult is the analysis of the T-count associated with transforming U
rotations into Clifford+T group operations. First, It must be pointed out that
such transformations are possible in both designs (Banerjee et al., and our
proposal). Secondly, the cost will depend on each rotation and on the accu-
racy to be achieved. Using the Kliuchnikov et al. algorithm (their software is
publicly available, the link is available at [45]) and setting it to an accuracy
of about 1076, optimal approximations are achieved with a maximum of 155
T gates. We will use this maximum value as the upper bound of the T-count
for such transformations. Thus, it can be established that the T-count for con-
verting the designs into fully constructed circuits with Clifford+T gates will
be < 155N. Of course, the corresponding value from Table 1 must be added to
this value. Defining the T-depth would be too imprecise since the parallelism
of these T gates depends entirely on each particular codification. Of course,
the same upper limit can be set, but in this case it does not reflect the metric
so faithfully.

It is clear that a T-count of 155V is impractical for a NISQ device even for
a small number of blocks. However, the accuracy of the approximation can be
reduced, which will lead to a reduction of the T-count. Of course, this implies
that the blockchain is not realistically feasible as the information cannot be
accurately encoded, but it will allow the implementation of prototypes for the
smallest cases. Table 3 shows approximately the number of T gates needed to
implement a U; rotation with the indicated accuracy.

Table 3: Average value of number of T gates involved in the approximation
of a R, rotation for a given approximation precision e.

€ T-count

10— 1 0

10—2 1

10-3 20
104 25
105 40
10—10 100
10-15 150

A maximum T-count of 155N can therefore be established for the conver-
sion of the U; gates in a blockchain with N blocks. However, this value could
be significantly reduced under certain assumptions, which basically involve
limiting the rotations to certain assumptions in which the Kliuchnikov et al.
algorithm achieves the optimal result (or the desired approximation) at the
lowest cost. For instance, any rotation whose angle can be expressed as 12%0%
(for any value of k between 1 and 1000) can be achieved using 109 T gates [45],
which is a reduction of 46N with respect to the maximum value of the T-count
used as reference. Of course, the reduction can be greater if precision is sac-

rificed. However, this would mean limiting the data to be encoded based on
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these rotations that can be computed more efficiently. Moreover, this possibil-
ity will be entirely linked to the degree of freedom that the chosen consensus
allows.

6 Conclusions and future work

This paper has presented a review of the state-of-the-art protocols for building
a quantum blockchain. Building upon a hypergraph-base blockchain protocol,
we have introduced enhancements to the most optimized (in terms of qubits)
implementation. By reducing the required resources, our proposed implemen-
tations have achieved significant improvements in T-count and T-depth. In
the worst case, the proposed improvements halve such values. These results
are important for reducing the cost and complexity of constructing a quan-
tum blockchain and enabling the implementation of such protocols with fewer
resources. The enhanced implementation has been introduced as part of a pro-
tocol that previously had significant limitations and can now be incorporated
into more comprehensive protocols, like the one proposed by Li et al. Con-
sequently, the proposed implementation holds considerable promise for future
protocols, owing to its cost-effectiveness in terms of both qubits and T-gates.
This advancement opens up new possibilities for the development of more
efficient and robust quantum protocols.

In addition, we have calculated the cost of using exclusively Clifford+T
gates for the implementation of the proposed circuits. While this approach
offers the benefits of leveraging established error detection and correction
codes, the current expense of converting non-Clifford operations into Clif-
ford+T gates renders it impractical for NISQ (Noisy Intermediate-Scale
Quantum) devices. However, by reducing precision, achievable T-count values
can be reached that enable the implementation of prototypes of these circuits
for reduced block numbers.

Future work will explore the use of rotations in specific ranges to optimize
the T-count of the transformation of these rotations to Clifford+T operations.
While limiting rotations to a certain range can pose significant safety issues,
careful consideration and proper implementation can strike a balance between
safety and cost as long as the consensus allows it. It will be essential to delve
into the feasibility of such cases and thoroughly investigate the potential reper-
cussions of this limitation. For instance, we need to address security concerns
arising from the use of a protocol limited to encoding known sets of values. Can
complementary measures strengthen security in such scenarios? Additionally,
exploring methods to discretize data for suitable rotations will be an impor-
tant aspect of our research, warranting further investigation that we leave
for future exploration. Overall, our findings open up exciting new avenues for
exploring the potential of quantum computing in blockchain technology and
pave the way for developing more efficient and secure quantum blockchains in
the future.
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