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Abstract: The development of devices for the Internet of Things (IoT) requires the rapid prototyping
of different hardware configurations. In this paper, a modular hardware platform allowing to
prototype, test and even implement IoT appliances on low-cost reconfigurable devices is presented.
The proposed platform, named Dracon, includes a Z80-clone microprocessor, up to 64 KB of RAM,
and 256 inputs/outputs (I/Os). These I/Os can be used to connect additional co-processors within
the same FPGA, external co-processors, communications modules, sensors and actuators. Dracon also
includes as default peripherals a UART for programming and accessing the microprocessor, a Real
Time Clock, and an Interrupt Timer. The use of an 8-bit microprocessor allows the use of the internal
memory of the reconfigurable device as program memory, thereby, enabling the implementation of
a complete IoT device within a single low-cost chip. Indeed, results using a Spartan 7 FPGA show
that it is possible to implement Dracon with only 1515 6-input LUTs while operating at a maximum
frequency of 80 MHz, which results in a better trade-off in terms of area and performance than other
less powerful and less versatile alternatives in the literature. Moreover, the presented platform allows
the development of embedded software applications independently of the selected FPGA device,
enabling rapid prototyping and implementations on devices from different manufacturers.

Keywords: IoT; FPGA; hardware prototyping; microprocessor; edge computing

1. Introduction

The deployment of the Internet of Things (IoT) is raising many new challenges [1-3]
and requiring necessary hardware platforms to prototype and test new emerging solutions
and features [4]. In this context, reconfigurable logic becomes a useful tool for prototyping
and, in several cases, for final implementations [5,6]. Due to the specific characteristics of
IoT devices, it is possible to establish different prototyping levels in the development of
such devices. Concretely, three main prototyping levels can be considered:

e  Standard module level. At this level, standard modules are connected for testing algo-
rithms, protocols, communications, sensors and actuators. A paradigmatic example of
this level is a microcontroller development board with communications and sensor
modules [7].

*  Specific module level. If additional features and optimizations are necessary, more
specific modules can be required. At this level, specific micro-controllers, FPGAs
for implementing hardware co-processors or combined solutions are available. An
example platform supporting these features is presented in [8].

e Low-level modular prototyping. At a lower level, testing and the optimization of
hardware co-processors to be implemented on a reconfigurable device or the entire
system if FPGAs are the target technology for the IoT device, can be required.
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Manufacturers of reconfigurable devices have developed environments and tools to
ease this last prototyping level, along with embedded microprocessors, such as Nios II from
Intel Corp. [9-11] or MicroBlaze from Xilinx Inc. [12,13]. In this regard, Intel provides the
Platform Designer tool within its Quartus Prime environment, allowing the designer to build
a complete processing system by means of a Graphical User Interface (GUI). In this GUI, a
Nios II microprocessor can be instantiated, memory and I/O maps can be easily defined,
and peripheral interfaces can be described [14]. Similarly, Xilinx provides IP integrator
within Vivado, with the same features [15].

The main disadvantage in using these tools resides in the lack of portability of the
resulting designs. If the prototype is developed using Xilinx tools, the designer has to define
a new processor system if they want to test the prototype on an Intel FPGA. Furthermore,
software will have to be reprogrammed due to the lack of compatibility between MicroBlaze
and Nios II processors. Additionally, Nios II and MicroBlaze are proprietary processors
and, although there are open-source implementations, such as MB-Lite [16], it is required
to use the tool chains provided by the manufacturers. It must be also noted that both
are 32-bit microprocessors that require additional memory chips when implemented on
small FPGAs.

Other options offered by reconfigurable logic manufacturers include the use of new-
generation System-on-Chips (SoCs) as the ZynQ family from Xilinx [17] or the Cyclone V
SE [18] from Intel, including one or more ARM cores [19]. In this case, these are also quite
complex 32-bit microprocessors, thus, requiring off-chip memory if low-cost devices are tar-
geted. LEON-3- [20] and RISC-V- [21,22] based soft-processors have the advantage of being
open-hardware, and thus they can be implemented independently of the manufacturers.
Again, they are 32-bit processors requiring external memory chips when implemented on
low-cost, small-size FPGAs. This need for off-chip memory leads to more complex Printed
Circuit Boards (PCBs), more power consumption and more severe security issues due to
the exchange of information between CPU and memory [23-25].

As a consequence, to the best of our knowledge, there are no platforms to prototype
and/or develop secure IoT devices without the need for additional off-chip memory on
low-cost FPGA devices that, at the same time, provide sufficient computing resources to
allow edge computing and enable portability among different manufacturers. In order to
overcome all these drawbacks, this paper proposes a VHDL-described platform, based on
an open-hardware 8-bit microprocessor, for the development of IoT devices and embedded
systems to be implemented on FPGAs, independently of the FPGA manufacturer. The
platform, named Dracon, enables the implementation of prototypes on low-cost FPGAs
and development boards from different manufacturers, thus, helping to select the best
implementation target for the design.

Moreover, Dracon enables the implementation of the entire IoT processing system
in a single low-cost chip without the need for external memory. Therefore, the main
contributions of the present manuscript can be summarized as:

e A platform based on an 8-bit, open-hardware microprocessor to develop secure IoT
devices on low-cost FPGAs is presented.

*  The presented platform, named Dracon, was entirely developed in synthesizable
VHDL, without making use of any specific modules. Additionally, it is based on an
8-bit open-hardware microprocessor, T80 [26], thus, being implementable on devices
from any manufacturer.

* A Minimal implementation of the platform, with the 8-bit microprocessor, one UART
and 16-KB memory, requires less of 2000 LUTs, which can be implemented on low-cost,
small-size FPGAs.

*  Dracon is modular, which makes it easy to add new modules to include hardware
accelerators, cryptographic processors or arithmetic processors, or to prototype and
test IP cores.

*  The software toolchain utilized in Dracon is based on the use of free tools, and thus
not dependent on any manufacturer.
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*  Software developed for Dracon is portable, and it can run on the platform indepen-
dently of the hardware device used for its implementation. This leads to saving time
and costs when porting the software to devices from other manufacturers, while easing
the change of provider when necessary due to economic and/or efficiency criteria.

¢ Dracon does not require off-chip additional memory, thus, allowing the implementa-
tion of secure IoT devices with low-cost FPGAs.

*  The selection of a powerful Z80-compatible [27] microprocessor enables edge comput-
ing applications on the developed IoT devices.

The rest of the paper is organized as follows: Section 2 presents the Dracon platform
description, Section 3 describes the basic functions of the Dracon firmware, Section 4
is devoted to the software tool-chain for programming Dracon, Section 5 shows some
applications examples, and Section 6 provides the conclusions of the paper.

2. Dracon Description

The Dracon platform is built upon a T80 [26] microprocessor, which is an open-source
clone of the popular 8-bit Z80 microprocessor from Zilog [27]. The use of T80 as the
kernel of Dracon presents some advantages with respect to other platforms, which can be
summarized as follows:

e T80 is open-source and VHDL-described. Therefore, it can be implemented on FPGAs
from any manufacturer. Moreover, it can be modified for research and optimiza-
tion purposes.

e It has been widely tested and used in different projects, such as FPGA Arcade [28] and
education [29], providing a proven compatibility with the original Z80.

*  Its low memory requirements enable the implementation of complex applications on
low-cost FPGAs without requiring external memory, which is essential for applications
needing high levels of security. In this sense, MicroBlaze and Nios II are 32-bit
microprocessors, thus, requiring external memory when used on low-cost FPGAs.

®  There are several software resources available for software development, such as the
CP/M operating system [30], the tniASM assembler [31], the SDCC compiler [32] and
the Z80Emu emulator [33] (currently, the Z80 microprocessor remains in production
by Zilog, being extensively used in the development of embedded systems [34]).

*  When compared to other 8-bit soft-core processors, those based on Z80 require more
area resources than ones based on 8080-, 8085- or 8051-instruction sets [35]; how-
ever, the available resources in modern low-cost FPGAs make the Z80 an affordable
option, while it presents great advantages in terms of arithmetic features, block in-
structions and number of registers [36]. A special mention is deserved in the case
of PicoBlaze [37], a tiny 8-bit processor developed by Xilinx that has been ported to
FPGAs of other manufacturers. It requires very limited resources, however, at the cost of
a reduced address space (1 K addresses in the case of PicoBlaze-3 and 4 K addresses for
PicoBlaze-6) [35]. In this sense, T80 allows the execution of much more complex programs,
thus, enabling the development of more sophisticated edge computing applications.

Figure 1 presents a summarized diagram of the Dracon platform, including the T80
CPU, internal memory, boot system, Interrupt Timer (IT), Real Time Clock (RTC) and a
UART to communicate with the outside. The next subsections will describe each of the
internal subsystems in more detail.

2.1. Dracon CPU

Figure 2 presents the T80 microprocessor pinout, where it is shown that it has a 16-bit
address bus (A) and an 8-bit bidirectional data bus (D). Therefore, the T80 can address a
maximum of 64 KB of RAM, organized in 8-bit words. Regarding I/O, the T80 CPU can
address 256 inputs/outputs using the IORQ_n and MEMRQ_n signals. RD_n and WR_n
signals control the bidirectional data bus. Figure 3 shows the internal structure of the
T80 CPU, which includes two complete sets of 8-bit general purpose registers that ease
changes of context. Moreover, 8-bit registers are paired together, forming 16-bit registers
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(as an example, 8-bit H and L registers are grouped into the 16-bit HL register), thus,
incorporating 16-bit arithmetic and addressing. Due to the compatibility with the Z80,
detailed information regarding the T80 instruction set can be found in [27].

) @ > 2\

IT —
T80
[
Boot i
system
& UART - *<=
== Memory
! p
Inputs/Outputs
Figure 1. Dracon block diagram.
T80a
— A(15:0)
BUSRQ_n — —» BUSAK_n
—> HALT_n
CLk.n—> —> IORQ_n
INT_n — —» MREQ_n
NMI_n —>] > M1_n
—»RD_n
RESET n ——p| » RESH n
WAIT_n — — WR_n
[«—>D(7:0)

Figure 2. T80a pinout.

Table 1 shows implementation results on different FPGAs from Altera/Intel, Xil-
inx/AMD and Lattice Semiconductors, where Spartan 7 [38], Artix 7 [38] and Cyclone
V [39] devices have 6-input LUTs, while Cyclone IV [40] and MachXO3 [41] have 4-input
LUTs. Implementations presented in Table 1 do not make use of any blocks of RAM,
multipliers or DSP resources. The tools used for each FPGA implementations are the
following:

¢ Intel FPGAs (Cyclone IV and Cyclone V SE): Quartus Prime 21.1 [42].
e  Xilinx Spartan 7 and Artix 7 FPGAs: Vivado 2020.2 [43].
e  Lattice Semiconductors FPGAs: Diamond 3.12. [44]

Table 1. T80a implementation results.

FPGA Type Device #LUTS Freq. (MHz)
Spartan 7 XC7525-LCSGA225C 1226 LUT6 80
Artix 7 XC7A35T-CPG236-1 1220 LUT6 80
Cyclone IV EP4CE22F17C6N 2335 LE 84
Cyclone V 5CEBA2F17A7 951 ALM 84

MachXO3LF LCMXO3LF-9400C-5BG256C 2250 LUT4 33
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Figure 3. T80 internal structure, based on figures by Thomas Scherrer, adapted with permission
from [45]. Copyright 1995, Zilog Inc.

Table 2 shows implementations of other 8-bit microprocessors from different manufac-
tures and implemented on different FPGAs, reproduced from [35]. Although technologies
and software tools are different for each microprocessor, it is possible to establish a fair
comparison with results from Table 1 by focusing on the row corresponding to Cyclone
IV devices, as their LEs are based on 4-input LUTs. Microprocessors in Table 2 have been
developed by Digital Core Design (DCD) [46] and Xilinx. The DF6811 CPU is an 8-bit
microcontroller IP core compatible with the Motorola 68HC11 [47]. This CPU has less
number of registers and a reduced set of instructions compared to the T80, while requiring
similar area.

Similar conclusions can be derived for both DR8051 and DP8051, based on the 8051
microcontroller from Intel [48]. Special attention is required in the case of DFPIC1655X,
based on the PIC1655 microcontroller by Microchip [49] and Picoblaze [37] from Xilinx.
They have low area requirements; however, they are oriented to simple control applications
without complex arithmetic support, which makes them not able to support neither an
operating system nor the execution of complex applications for edge computing. The
analysis of these results reaffirms our selection of T80 as the best trade-off between available
features and reduced area requirements to build the Dracon platform. Moreover, T80 is
open hardware, thus, enabling portability among devices from different vendors, as it has
been previously commented.
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Table 2. FPGA 8-bitter implementation results.

uP Name Device #LUTS BRAM Freq. (MHz) Vendor
DF6811CPU Stratix-7 2220 LE 4 73 DCD
DF6811CPU Spartan-III-5 2634 LUT4 N/A 73 DCD
DR8051 Cyclone-1I-6 2250 LE N/A 93 DCD
DP8051 Spartan-III-5 2200 LUT4 N/A 73 DCD
DFPIC1655X Cyclone-1I-6 663 LE N/A 91 DCD
DFPIC1655X Spartan-III-5 772 LUT4 3 52 DCD
PICOBLAZE Spartan-III 192 LUT4 1 88 Xilinx

2.2. Dracon Memory Map

As discussed above, the T80 can address a maximum of 64 KB. The memory map
provides the general organization of the system and it will largely define its capabilities.
The complete memory map of Dracon is shown in Figure 4, where 42 KB of RAM, 16 KB of
video-RAM and 4 KB of ROM are installed. The 16-KB video RAM enables generating a
16-color, 80 x 50-text VGA mode with 640 x 480 resolution at 50 Hz (640 x 400 effective
resolution). Furthermore, a 16-color, 160 x 200 graphical mode over the standard 640 x 480
at 50 Hz mode is available. These features can be achieved on FPGAs with enough double-
port blocks of RAM memory. Furthermore, a character generator ROM is required for the
text mode and the corresponding sync and video control subsystems. Memory is internally
organized in 4-KB blocks, as it will be detailed in the next subsection.

8882111 — RST vectors —
0100h
Program area
(42KB) e
A7FFh
A800h Firmware data area
AFFFh (2KB)
B0OOO OM{
ROM firmware
(4KB) ROM
BFFF
C000
Video RAM
(16KB) VRAM
FFFF

Figure 4. Dracon memory map.

This memory map presents two main advantages: first, the position of ROM allows
to boot the CP /M operating system (it requires access to the first memory addresses) and,
second, the memory map is easy to adapt if the system has less RAM available.
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2.3. Memory Subsystem

From the memory map, it is clear that the memory subsystem has to manage RAM and
ROM memory blocks. Furthermore, the Dracon platform has to be adaptable to systems
with low memory resources, thus, being convenient to divide memory in several blocks
and “install” the memory block required by the system under implementation. If memory
is divided into a large number of blocks, more multiplexers will be required to select these
blocks. On the contrary, a large block size implies a lack of flexibility to adapt Dracon to
the available memory. A block size of 4 KB represents a good trade-off between flexibility
and additional logic to manage those memory blocks, thus, being the block size selected for
the Dracon implementation. The memory controller, when using 16 KB of RAM and 4 KB
of ROM, requires only 34 6-input LUTs (Spartan 7 FPGA).

2.4. I/O Subsystem

The I/0O subsystem provides access to the different peripherals connected to the
T80 CPU. At a minimum, the Dracon platform provides one UART for programming and
controlling the platform, a Real Time Clock (RTC) allowing to synchronize Dracon with
the external world and an Interrupt Timer (IT) for generating regular interrupts in the
T80. In order to maintain a trade-off between complexity and flexibility, the 256 possible
input/outputs were organized in groups of four inputs or outputs. Figure 5 shows the
pin4bi block, implementing four input ports. It has four 8-input ports (portA, portB, portC
and portD), one 2-bit selection input (addr) and one 8-bit bi-directional port to access the
data bus of the T80 CPU. Moreover, CE, IORQ_n and RD_n provide the control signals
required to enable port reading. The implementation of the pin4bi requires nine LUTs on
Spartan 7 FPGAs.

pin4bi

addr(1:0) ——p
PortA(7:0) —
PortB(7:0) =
PortC(7:0) ——p|
PortD(7:0) ——p
IORQ N =—p
RD N =y

CE —»

[ 4—» data(7:0)

Figure 5. pin4bi pinout.

Similarly, the pout4bi block shown in Figure 6 implements four 8-bit output ports.
These ports are registered in order to ease synchronization with peripherals, and pout4bi
requires 32 LUTs on a Spartan 7 FPGA. Note that the RD_n signal allows to also read
internal registers of pout4bi.

pout4bi
addr(1:0) ——
clk —
CE —> PortA(7:0)
reset n . — PortB(7:0)
WR n > —» PortD(7:0)
IORQ n —
data(7:0) <—p

Figure 6. pout4bi pinout.
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2.5. Dracon Minimal Peripherals

As commented above, the minimal peripherals included in Dracon are a configurable
UART, an RTC and an IT. The UART allows to communicate with Dracon, in particular,
with the Monitor Program included in the Dracon firmware. Through this Monitor, it
is possible to upload and execute programs on the Dracon platform. This configurable
UART allows to select different baud rates and adapt Dracon communications to the clock
frequency used in the target device. The RTC block provides a 32-bit counter updated
every second. The IT generates a pulse every millisecond, generating an interrupt through
the INT_n input of the T80. The overall I/O system with minimal peripherals requires
322 LUTs in a Spartan 7 FPGA.

2.6. Boot Subsystem

Dracon includes, by default, a Monitor-like operating system in the firmware ROM,
which will be detailed in the next section; however, in the case of using external storage,
the CP/M or MP/M operating systems can be also utilized [30]. In order to allow different
operating systems to boot and take control of the Dracon platform, the ROM is located
at the BOOOh address but, after power-on, the T80 starts executing instructions at 0000h.
Therefore, a boot system is required for transferring from a ROM or from a external device
the first instructions to be executed. By default, the boot system transfers a jump instruction
to the BOOOh address, where the Dracon firmware is located. The Dracon default boot
system performs the following actions after power on, or after hard reset:

¢ Maintain T80 in reset state, setting RESET_n input to 0"
e Transfer from boot ROM to 0000h the Z80 instruction “JP BOOOh”.
*  Set RESET_n input to 'l’, thus, starting T80 operation.

After these actions, the Dracon firmware starts initializing peripherals and executing
the Monitor program. Figure 7 shows a detailed block diagram of the described minimal
Dracon platform (not including VGA support).

Table 3 shows implementation results of the minimal Dracon (mDracon) platform,
which requires only 1515 LUTs on a Spartan 7 FPGA, or 1210 ALMs on an Intel Cyclone V.
Note that Dracon operates at an standard clock frequency of 25 MHz in order to achieve
good performance while maintaining low power consumption. Proposed realizations use
built-in RAM blocks to implement the 4-KB ROM and the 16-KB RAM in minimal Dracon.
The memory resources available for each type of FPGA can be found in [50] for Spartan 7
and Artix 7 FPGAs, in [40] for Cyclone IV devices, in [39] for Cyclone V devices and in [51]
for MachXO3 devices. As an example, an implementation of Dracon for Spartan 7 FPGAs
on the Cmod-S7 board [52] can be downloaded from [53].

Table 3. Minimal Dracon implementation results (25-MHz operation).

FPGA Type Device #LUTS RAM
Spartan 7 XC7525-LCSGA225C 1515 LUT6 5 BRAM
Artix 7 XC7A35T-CPG236-1 1512 LUT6 5 BRAM
Cyclone IV EP4CE22F17C6N 2900 LE 163,840 bits
Cyclone V 5CEBA2F17A7 1210 ALM 163,968 bits
MachXO3LF LCMXO3LF-9400C-5BG256C 2983 LUT4 20 EBRs

If these results are compared to those from Table 1, the additional modules added to
the T80 CPU to build this minimal Dracon platform require only around 290 LUT6s on
Spartan 7 and Artix 7 FPGAs. In the case of devices from Intel, 565 additional LEs are
required on Cyclone IV and 259 ALMs on Cyclone V, while on MachXO3LF devices from
Lattice the additional circuitry requires 773 LUT4s. Therefore, the minimal Dracon platform
can be built on top of the T80 at a reduced cost.
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Figure 7. Minimal Dracon block diagram.

3. Dracon Firmware

commands. The commands available in release R0.1 of the Monitor Program are:

The Dracon firmware provides a minimal environment to upload programs to the
RAM and to execute them. It also provides high-level functions to access the UART and
RTC and a framework to install Interrupt Service Routines (ISRs). Each of these ISRs are
called by default every 1 ms, allowing to poll sensors or any other peripherals without
stopping the main program. After power on, the boot system transfers control to the
firmware, which initializes and configures the peripherals. In this case, UART parameters
must be configured for setting it to 57,600 baud. After that, the Monitor Program (MP) is
started, presenting a welcome message over the UART and providing a prompt waiting for

1[address][size]. Loads [size] bytes in the [address] address, where [address] and [size]
are given as four hexadecimal digits.

e[address]. Executes program at [address].
t. Shows time in milliseconds from last reset. It is updated by means of interrupts and
can be used to measure executions times.
c. Shows RTC register value.
m[address]. Shows content of [address].

Apart from the MP, the firmware includes a set of function calls allowing to manage
ISRs and easing the access to standard peripherals as the UART. Main firmware calls are:

CONSOLE_OUT. Outputs a character through the console (UART).

CONSOLE_IN. Reads a character from the input buffer (UART).
PRINT. Prints a string at the standard output.



Electronics 2022, 11, 2080

10 0of 18

* READLINE. Reads a line from the standard output.

¢  writeline_u. Writes a string plus CR-LE.

¢ readline_u. Reads a string from the standard input until CR is detected.
¢ register_ISR. Registers a new ISR in the system.

Additionally, the minimal firmware includes functions to perform fixed-point 32-bit
arithmetic operations (addition, subtraction, multiplication and division). More advanced
versions also include floating-point arithmetic. With these functions, the Dracon firmware
provides basic infrastructure for loading, building and executing complex applications. In
order to illustrate this, Figure 8 shows an example loading and executing the “Hello World”
program, which requires only 24 bytes on the Dracon platform making use of firmware [54].
In this example, the “Hello World” is first loaded using the “1 01000018” command, which
loads 18 h (24) bytes at the 0100h address. Then, the program is executed using the “e0100”
command on the MP.

W COM11 - Tera Term VT - [m] X
File Edit Setup Control Window Help

Minimal Dracon System - V1.0
{c) Luis Parrilla Roure, 2021
Booting ...
Ready
Loading drivers...
[DRIVER] Timers lus, Ims, 1s loaded
[DRIVER] RTC local loaded
H##t Monitor Program RO.1 #H#
>101000018
Waiting file
>e0100
Executing Program

Hello YWorld '!
>l

Figure 8. Hello World on Dracon.

4. Software Toolchain

In order to develop software for a given microprocessor, a tool-chain is required. In the
case of Dracon, the most efficient option in terms of memory resources and execution time
is using a cross Z80 assembler. The software presented in this work was developed using a
freeware version of tniASM [31], taking into account Z80 documentation [27]. Nevertheless,
the SDCC compiler [32] can be also used for engineers preferring C programming. Figure 9a
shows the recommended flow for building a Dracon application:

1.  Application source code is written using a text editor supporting syntax highlighting
extensions for Z80 assembler, as VSCode [55], thus, obtaining an .asm file. Note
that this source code may take advantage of firmware calls, as commented in the
previous subsection.

2. The source code is compiled using tniASM, generating a binary file .bin that can be
executed in the Dracon platform.

3. The binary file containing the developed program is uploaded to Dracon trough the
UART and using the “1” command available in the Monitor program.

4. The program is executed using the “e” command available in the Monitor program.
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Source editing Source editing
(VSCode) (VSCode)
v Jr
Macro-assembler Macro-assembler
(tniASM) (tniASM)
v Jr
Program upload Binary to ROM
(UART+ Monitor) (bin2coe)
v y
Program execution ROM to VHDL
(Manitor) (coe2vhdl)
y
Firmware +
embedded
application

(a) (b)
Figure 9. Flow of the Dracon toolchain for (a) compiling and executing applications and (b) firmware
and/or embedded applications.

The development of Dracon firmware is slightly more complicated, because it has to
be mapped to a VHDL description of a ROM memory. For this purpose, we developed two
tools, bin2coe and coe2vhdl. Thus, the tool-chain for implementing a Dracon firmware, as
shown in Figure 9b, is the following;:

1.  Write the Z80 assembler source (.asm).

2. Assemble the firmware source using tniASM (.bin).

3. Convert the binary file obtained from tniASM to a memory description file in .coe
format using bin2coe.

4. Convert the .coe file to a VHDL description using coe2vhdl tool.

Using this process, a synchronous synthesizable ROM memory is obtained, which is
inferred as block RAMs by the usual FPGA tools (Quartus II from Intel/Altera, ISE/Vivado
from Xilinx/ AMD and Diamond from Lattice Semiconductors). This same process can be
used to build an embedded application, including it in the firmware source and substituting
the Monitor program by the desired application.

5. Application Examples

In this section, three applications of the Dracon platform showing its applicability and
flexibility are described.

5.1. Bluetooth Humidity/Temperature Wireless Sensor IoT Node

In this first example, the minimal Dracon implementation is extended connecting a Blue-
tooth HC-05 transceiver [56] to the UART ports and a DHT11 [57] humidity /temperature
sensor. This sensor is digital and uses a one-wire bidirectional protocol to receive/send
information. This requires to include an additional I/O port and to add a small hardware
module for adapting the bus signals, as shown in Figure 10, while implementation results
are detailed in Table 4. An image of the corresponding experimental setup is shown in
Figure 11.

The cost of this extension is only 16 LUTs on Spartan 7 or Artix 7 devices and 49 LUT4s
on Lattice MachXO3LF devices, thus, being negligible. Regarding the software to read
the information provided by the sensor, it can be loaded using the MP included in the
firmware, as shown in Figure 12. This program is exactly the same for Intel, Xilinx, Lattice
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or any other FPGA manufacturer. Thus, it is possible to build an IoT sensor device from
Dracon with minimal effort and to implement it on low-cost FPGAs.

Table 4. Minimal Dracon with DHT11 sensor support implementation results.

FPGA Type Device #LUTS RAM
Spartan 7 XC7525-LCSGA225C 1528 LUT6 5 BRAM
Artix 7 XC7A35T-CPG236-1 1529 LUT6 5 BRAM
Cyclone IV EP4CE22F17C6N 2939 LE 163,840 bits
Cyclone V 5CEBA2F17A7 1256 ALM 163,968
MachXO3LF LCMXO3LF-9400C-5BG256C 3032 LUT4 20EBRs
@
Boot
system

A

Figure 10. Minimal Dracon extended with Bluetooth wireless connectivity and digital humid-

Inputs/Outputs

ity /temperature sensor.

Figure 11. Experimental setup for minimal Dracon extended with Bluetooth connectivity and
measurements with a DHT11 sensor.
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Setup Contro ndow Hel
inimal Dracon System - V1.0
(c) Luis Parrilla Roure, 2021
Booting ...
Ready
oading drivers...
[DRIVER] Timers 1lus, 1ms, 1ls loaded
[DRIVER] RTC local loaded
## Monitor Program RO.1 ##
>101000321
Waiting file
>e0100
Executing Program
DHT11 Sensor Read program
Init finishe
Humidity: 74«
;Emperature: 18. 1C

Figure 12. Bluetooth humidity /temperature measurement in Dracon.

5.2. Including a Cryptoprocessor to Secure Communications in Dracon

In this application, the flexibility of Dracon to include co-processors and add new
features will be shown. Concretely, a cryptographic processor providing Advanced Encryp-
tion Standard (AES) [58] as symmetric cipher to secure communications was implemented
in this example. Only the AES128 part of the ECC163AES128 cryptoprocessor from [59] was
connected to the T80 microprocessor using their I/O ports for adding symmetric cryptogra-
phy support by means of AES-128 ciphers. Using AES, it is possible to encrypt/decrypt
communications over insecure channels, such as Bluetooth, using pre-shared keys [60].

In this case, the implementation results are those shown in Table 5, the block diagram
is presented in Figure 13 with the cryptographyc core and an additional UART, and the
experimental setup is presented in Figure 14, where UARTO is implemented through a
USB connector for debugging purposes and UART1 is connected to an HC-05 bluetooth
module [56]. Figure 15 shows execution in Dracon of the test program for encrypting and
decrypting information using the AES-128 enabled co-processor.

Boot
system

II.‘-.
\

Inputs/Outputs

Figure 13. Minimal Dracon extended with two UARTs, Bluetooth connectivity and cryptographic support.

Table 5. Minimal Dracon with DHT11 sensor and AES support implementation results.

FPGA Type Device #LUTS RAM
Spartan 7 XC7525-LCSGA225C 2807 13 BRAM
Artix 7 XC7A35T-CPG236-1 2800 13 BRAM
Cyclone IV EP4CE22F17C6N 6345 LE 191,202 bits
Cyclone V 5CEBA2F17A7 2681 ALM 191,386 bits

MachXO3LF LCMXO3LF-9400C-5BG256C 6236 LUT4 48 EBRs
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Figure 14. Experimental setup for minimal Dracon extended with two UARTSs, Bluetooth connectivity
and cryptographic support for secure measurements with a DHT11 sensor.

drivers...
[DRIVER] Timers 1lus, 1lms, 1ls loaded
[DRIVER] RTIC local loaded
[DRIVER] RNG loaded
Sesion ID: F324CF28
## Monitor Program RO.1 ##
> 10100026F
lWaiting file
>e@100
Execut ing Progra
EEEEERERREERER KRR RN KR KRR
AES-L 128 core R1.0
Test Program R1.0
(c) Luis Parrilla Roure, 2022
EEEEEREREEEREREEERRR KR KKK

Plain text: Hello Horld tt!!
Key: 00112233445566778899AABBCCDDEEFF
Key schedule completed

Encrypting:
7AE4§4BSZ§69DE9AA2@35142AE62AFZB

Decrypting:
48656C6C682@576F726C642@21212121

Hello World ttt!
[]

Figure 15. AES co-processor Dracon test program execution.

5.3. Completely Embedded IoT Device in a Single Chip

In the previous examples, software is loaded from the outside using the program
loader included in the Monitor Program. This task can be automated from an application
executed in a Personal Computer (PC) using Bluetooth communications; however, it is also
possible to build a completely embedded application replacing the Program Monitor by
the desired specific application while taking advantage of the included firmware calls and
functions. All these functionalities will be then stored into the Dracon ROM, thus, using
the RAM memory only for data management.

Therefore, Dracon provides a complete solution in a single silicon device, with no need
for external memory. Figure 16 shows the modifications performed in the memory map,
where now we have only the ROM, including firmware calls and 4 KB of RAM for data
management. Additionally, it is shown how the I/O ports can be easily extended taking
advantage of Dracon’s modularity in order to afford the new required modules. With
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these modifications, a secure IoT sensor device is obtained, which exchanges information,
previously encrypted using AES-128 in ECB mode [61] (but with RTC values as salt to
avoid obtaining the same ciphertext when the same data are sent), through Bluetooth.

Minimal 1/O
——» Tx0
UARTO|
“— Rx0
—} Timer 1
< .
IPEEEREER . T80 Timer 2
. : Timer 3
. . imer
L ggggﬁ — RST vectors — > .
0100h :
Firmware and RAM". .
program data area T l : RTC
(4KB) 1/0
OFFFh s LTI,
1000h - I — .
Not used g . < .
AFFFh i N L Tx1
_ B00O o <« PN uartd|
. ROM firmware + ; [ Memory : > —— Rx1
. Program ROM [ .- . *J .
. AKB . > — .
g (4KB) - |Pout|——»{DHT11 <> dht1l
‘. BFFF . .
.gggg Not used ,4:" . :l:
R <« Pin [«
) : AES
- |Pout
4.._.
Additional I/O

Figure 16. Dracon for building a completely embedded IoT device with hardware AES support.

6. Conclusions and Future Work

We presented a hardware platform to implement one-chip IoT devices with no need
for external memory, and this also allows easy and rapid prototyping of co-processors and
cores for reconfigurable devices. The platform, named Dracon, includes a T80 (Z80 clone)
microprocessor and can support up to 64 KB of RAM and 256 1/Os. When implemented on
a Spartan 7 FPGA by Xilinx/AMD, it requires only 1515 LUT6s and five BRAMs and also
includes a UART, 4 KB of ROM, 16 KB of RAM, a Real Time Clock and an Interrupt Timer
as standard peripherals.

In the case of Intel FPGAs, it requires 2900 LEs and 163840 bits of memory on Cyclone
IV devices and only 1210 ALMs with the same memory when implemented on Cyclone
V devices. Minimal Dracon has also been implemented on MAchXO3LF devices from
Lattice, requiring 2983 LUT4s and 20 EBRs. These results show that Dracon can be easily
implemented on low-cost FPGAs, while also illustrating its ability to be implemented on
devices from different vendors. A software tool-chain was also proposed, using the cross
assembler tniASM [31], for software development, along with specific tools developed by
the authors to generate a VHDL description of a ROM, including the firmware.

Application examples show the flexibility and the ease to adapt Dracon to prototype a
given IoT application. The Dracon minimal implementation is available for download, and
it can be freely used to develop and test complex IoT applications on low-cost FPGAs. The
use of an open-source soft-core 8-bit microprocessor enables the implementation of complex
applications with no need for external memory on low-cost FPGAs, thus, presenting a clear
advantage when compared to other private and open-hardware platforms, such as those
based on 32-bit RISC-V processors. Moreover, software that is developed for Dracon can be
implemented without changes on FPGAs from different vendors.
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As a proof of concept of all features provided by Dracon, three application exam-
ples were performed. In the first one, we detailed how to build a Bluetooth humid-
ity /temperature wireless sensor IoT node on top of mDracon with minimal modifications
and area cost. In the second example, a new UART and an additional cryptographic proces-
sor were added to build a secure IoT sensor node, thus, demonstrating the modularity and
flexibility of Dracon. The last example makes use of this flexibility to build a completely
embedded and standalone IoT application, all of it included in the internal ROM of the
device and taking advantage of software calls provided by Dracon firmware.

As future work, we are working on the development of a GUI-based software tool to
make it easier for final users to incorporate modules into Dracon without the direct editing
of VHDL files. Furthermore, firmware versions that include floating point arithmetic
are being developed to extend the edge computing capabilities. Additionally, we are
approaching the development of different drivers for WiFi, Zigbee and LoRa modules, in
order to extend the integration of Dracon into different IoT networks.
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